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Record of Changes.  

	Record of Changes

	Version
	Effective Date
	Summary

	1.0
	17 March 2017
	Basic Document; Approved by S&P Board.

	1.1
	19 April 2018
	Editorial changes; updated terms, references, and links.  Moved all examples to the appendix.
Approved by S&P  Board on 19 Apr 2018.

	1.2
	Apr 2019
	Editorial changes; updated terms, references, and links.
Approved by S&P Board on 2019

	1.3
	18 Feb 2021
	SP Name change from Open System Architecture to Implementing a Modular Open Systems Approach. Revised to reflect AFLCMC/XA organization stand-up and OAMO realignment. Updated language from “Architecture” to “Approach” wrt MOSA. Updated other language to begin to reflect impact of Digital Transformation with GRAs and Digital Models.  Updated with 2021 NDAA language, added language for Modular System identification in the Acquisition Strategy.  Added terminology for Modular System Interface per 2021 NDAA and removed Major System Interface.  Updated links and references. Added language to Measurements section to clarify intent of measurement.  Updated all figures / tables. Approved by SP&P Group on 18 Feb 2021

	1.4
	17 Feb 2022
	[bookmark: _GoBack]Administrative changes.  Disclaimer added that this SP is in work to reflect more agile acquisition approaches as well as Digital Engineering tenets.  Other service document and best practices are in review to incorporate. Approved at 17 Feb 2022 SP&P Group.







Disclaimer.  This Standard Process does not yet address agile acquisition methods.  It also is in transition to address more directly the use of Model Based Systems Engineering and Digital Engineering tenets.  In review are other Service documents and best practices. 
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Implementing a Modular Open Systems Approach (MOSA)
1. [bookmark: _Toc63770598]Description.  
A Modular Open Systems Approach (MOSA) is defined as an integrated business and technical strategy that:
(1) employs a modular design that uses modular system interfaces between major systems, major system components and modular systems;
(2) is subjected to verification to ensure that relevant modular system interfaces 
(i) comply with, if available and suitable, widely supported and consensus-based standards; or
(ii) are delivered pursuant to the requirements established in subsection (a)(2)(B) of section 804 of the William M. (Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021, including the delivery of—
(I) software-defined interface syntax and properties, specifically governing how values are validly passed and received between major subsystems and components, in machine readable format;
(II) a machine-readable definition of the relationship between the delivered interface and existing common standards or interfaces available in Department interface repositories; and
(III) documentation with functional descriptions of software-defined interfaces, conveying semantic meaning of interface elements, such as the function of a given interface field;       
(3) uses a system architecture that allows severable major system components and modular systems at the appropriate level to be incrementally added, removed, or replaced throughout the life cycle of a major system platform to afford opportunities for enhanced competition and innovation while yielding: 
(i) significant cost savings or avoidance;
(ii) schedule reduction;
(iii) opportunities for technical upgrades;
(iv) increased interoperability, including system of systems interoperability and mission integration; or
(v) other benefits during the sustainment phase of a major weapon system; and
(4) complies with the technical data rights set forth in section 2320 of the US Code.
MOSA is required by law in the National Defense Authorization Act (NDAA), for Major Defense Acquisition Programs, legacy programs and other relevant acquisition programs, including in the acquisition and sustainment of weapon systems, platforms, and components for which no common interface standard has been established.  It has been a requirement in the Department of Defense since November 1994 and documents referencing MOSA are DoDD 5000.01, DoDI 5000.88, Defense Acquisition Guide (DAG) Chapter 3, and DoD Open Systems Architecture Contract Guidebook for Program Managers 1.1.  Additionally, MOSA is required in AFI 63-101/20-101 (para 5.4.16) and per the Assistant Secretary of the Air Force for Acquisition, Technology, and Logistics, Dr Roper, SAF/AQ memo dated 9 Oct 2018 and titled, "Use of Open Mission Systems/Universal Command and Control Interface," requires all USAF programs to use a Modular Open Systems Approach (MOSA) by implementing Open Mission Systems (OMS)/Universal Command and Control Interface (UCI) to the maximum extent possible. While acquisition personnel are aware of the general tenets of MOSA, this standard process will aid MOSA implementation by providing clarifying details and defined MOSA properties.
1.1 MOSA Properties.  Software Engineering Institute Carnegie Mellon University has produced for AFLCMC/EZAC a document titled, Model Open System Architecture Requirements, which describes Open System Architecture (OSA) properties (See Section 11.12).  The properties described agree well with other literature and are generally understood across the acquisition community as fundamental characteristics of an open system.  These properties outline the Technical Strategy of a MOSA.  They are:
Modularity. The system is modular in the sense that it exhibits:
Good Abstraction. It implements a single function or concept.  Layers of abstraction should be clearly understood to enable interoperability and also enable key services, components, and/or functionality to be independent of any particular platform.
High Cohesion. All of the internals of a system are needed to implement that system’s single function or concept. The system does not implement any unrelated requirements. In other words, the system’s internals are necessary and sufficient. 
Low Coupling. It has few interfaces with other systems and these interfaces are relatively simple. Modular Systems do not interface with other systems unless the interface is necessary for the systems to meet their requirements.
Encapsulation. Modular Systems hide their internals and do not permit other components to bypass their visible interfaces. Similarly, Modular Systems do not bypass the visible interfaces of other systems to access their hidden internals. 
Key Interfaces. The key interfaces or Modular System Interfaces are:
Well-Documented. All key interfaces are documented in sufficient detail to support the substitution of one variant of the associated Modular System with another by an organization other than its original developer.
Open Interface Standards. All key interfaces conform to open rather than proprietary interface standards.  See Section 9.8 for a definition of Open Standards.
Verified. The conformance of key interfaces to their associated open standards has been verified via conformance or compliance testing.
[bookmark: _Toc63770599]Purpose and Applicability.
0.1 [bookmark: _Toc63770600]Purpose.  The purpose of the MOSA Standard Process is to integrate and implement MOSA strategy with existing AFLCMC processes for Acquisition Strategy, Request for Proposal, Contract Award, and early Systems Engineering activities and Technical Reviews. As a result, Air Force programs will have sufficient capability to deliver timely, agile, and cost effective systems and solutions while avoiding predicaments such as Vendor Lock (see Section 9.12). The products that result from using this MOSA standard process will mature as the program matures.  
Note, this MOSA Standard Process does not include all necessary guidelines to address security assessments.  Individual Open System Architecture approaches have accounted for security concerns within their control.  Proper system engineering will need to occur during the entire lifecycle to address cybersecurity.  The security determination will be assessed during a cyber vulnerability assessment as part of the Authority To Operate determination process.
0.2 [bookmark: _Toc63770601]Applicability.  This Standard Process applies to all AFLCMC programs.  Programs should tailor the activities described in this process to yield the benefits of MOSA within the program-specific acquisition strategy.  Tailoring should be accomplished to align with the program’s acquisition strategy and be justified to the Program Executive Officer (PEO) for concurrence.  The reviews used in this Standard Process follow the traditional systems engineering technical review process because that process is well defined and understood.  However, if other development approaches are used such as Agile, then a program must determine where to check for proper MOSA implementation in the Development Cycle using the same principles as outlined in this Standard Process.  The initial steps during an Acquisition Strategy and RFP should be applicable regardless of development process. AFLCMC/EZAC and AFLCMC/XA have subject matter experts who are available to assist programs as they develop and implement their MOSA strategies (see Section 9.0).  

[bookmark: _Toc63770602]Entry/Exit Criteria and Inputs/Outputs.
0.3 [bookmark: _Toc63770603]Acquisition Strategy.  
0.3.1 Entry. The program manager will consider open systems architecture principles at the start of the program as soon as the PEO provides direction via the Acquisition Decision Memorandum (ADM), or similar document that establishes program objectives, resources, and assigns authority and accountability.  Furthermore, based on the SAF/AQ memo dated 9 Oct 2018 on "Use of OMS/UCI,” the following direction is provided: “PEOs shall ensure that all milestone reviews, especially the Acq Strategy Panel, include documentation to show how OMS/UCI will be used in the program. All requests for an exception to the use of OMS/UCI shall be handled by the AF Standardization Executive (SE) and will require SAE approval…”
0.3.2 Exit.  Documented use of MOSA, specifically addressing use of existing/mandated open standards and applicable Government Reference Architectures (GRAs) under the technical/engineering section and technical data rights strategy section of the written acquisition strategy.  Specifically, the written acquisition strategy will contain language which address the program’s MOSA requirements, identify relevant modular systems, identify the relevant modular system interfaces and the data rights strategy addressing the relevant modular system interface data.

0.4 [bookmark: _Toc63770604]Request for Proposal.
0.4.1 Entry.  Approved acquisition strategy addressing MOSA, identifying relevant modular systems, and including data rights.
0.4.2 Exit.     1. Draft System Engineering Plan (SEP) including MOSA. 
2. Documented approach on use of open architectures (see Digital Guidebook reference 11.10) as system requirements in the Statement of Work (SOW)/Performance Work Statement (PWS) and System Requirements Document (SRD).  Exemplar language is included in Appendix A. 
3. Note, a best practice is to ask the contractor to deliver an Open System Management Plan (OSMP) as part of the proposal (See Section 7.4).
0.5 [bookmark: _Toc63770605]Systems Requirements Review (SRR)/Systems Functional Review (SFR).
0.5.1 Entry.	1. Approved Information Support Plan (ISP) or SEP that addresses MOSA, applicable GRAs, use of digital engineering and data rights. 
2. Approved SRD that addresses MOSA standards and requirements.
3. Approved SOW/PWS that addresses MOSA standards and requirements.
4. Approved Modular Systems are identified and documented to support MOSA. 
0.5.2 Exit.	1. Modular System Interfaces identified and documented.
   2. Identified GRAs used and MOSA standard(s) applied at each Modular System Interface, as appropriate.
3. Identified test methodologies to verify compliance with MOSA standard(s). 
4. Note, a best practice is to have the contractor deliver an update to the SEP and digital model at each review or significant event (if using agile development practices).

0.6 [bookmark: _Toc63770606]Preliminary Design Review (PDR)
0.6.1 Entry.   Identified Modular System Interfaces along with MOSA standard(s) required at each Modular System Interface. 
0.6.2 Exit.  1. Defined Interface Control Documents (ICD)/Application
Programming Interfaces (API) for Modular System Interface(s).
  	2. Completed appropriate draft documentation or digital model for ICDs/APIs.  For example, if OMS is the standard at the Modular System Interface, then the documentation would include such items as the mission package, service contract, the platform description document, etc.
	3. Test plan and artifacts were presented, where applicable, that show MOSA implementation is compliant or conformant with the standard chosen and briefed at SRR/SFR.
4. Note, a best practice is to have the contractor deliver an update to the SEP and digital model at each review or significant event (if using agile development practices).

0.7 [bookmark: _Toc63770607]Critical Design Review (CDR)
0.7.1 Entry.  Completed ICDs/APIs for Modular System Interface(s).
0.7.2 Exit. 	1. Completed ICD/API documentation.
	2. Completed test artifacts, where applicable, showing MOSA implementation is compliant with the standard(s) chosen and briefed at PDR.
3. Note, a best practice is to have the contractor deliver an update to the SEP and digital model at each review or significant event (if using agile development practices).

[bookmark: _Toc63770608]Process Workflow and Activities.
0.8 Suppliers, Inputs, Process, Outputs and Customers (SIPOC), Table 1.
Table 1. SIPOC
	Suppliers
	Input
	Process
	Output
	Customers

	Warfighter, Program Office, Contractor(s)
	ICD, CDD, Market Analysis and Policy
	Acq Strategy Development (includes MOSA strategy)
	Acquisition Strategy Panel (ASP) Brief, SEP, SRD, PWS (includes MOSA strategy)
	Decision Authority

	Program Office
	ASP Brief, Policy
	RFP Development (includes MOSA strategy)
	RFP (includes MOSA language in documents such as PWS and SRD), SEP, TEMP
	Contractor

	Contractor, Government Proposal Review Team
	Proposal 
	Proposal Evaluation (appropriate consideration for MOSA)
	Technical Evaluation (includes consideration for MOSA)
	Government Proposal Review Team/PCO & Price Analyst

	Program Office, Contractor
	PWS/SRD
	SRR/SFR
	Approval to progress to PDR (includes MOSA evaluation)
	Program Office

	Program Office, Contractor
	SRR/SFR
	PDR
	Approval to progress to CDR (includes MOSA evaluation)
	Program Office

	Program Office, Contractor
	PDR
	CDR
	Approval to progress to M/S C (includes MOSA evaluation)
	Program Office











0.9 Process Flow Chart. Figure 1 represents the MOSA process at a high level while Figure 2 provides more detail.  

1.1 Strategy Development
1.2 PWS/SOW/SOO Development
1.3 PWS/SOW/SOO Review
2.1 Specific OSA reqmts included in
RFP
3.1 Proposal Review
3.2 Proposal Evaluation
3.3  Award
4.1 Addresses modular system interfaces and
standards


5.1/6.1 Addresses modular system interfaces and 
standards

7.1 Addresses modular system interfaces and 
standards









Figure 1. Top Level MOSA Process

	
[image: ]Figure 2. MOSA Process

0.10 Work Breakdown Structure (WBS). The WBS provides additional detail to describe, define, and provide references for the activities in the process flowchart. The WBS is provided in Table 2.

Table 2.  MOSA Work Breakdown Structure
	WBS
	Activity
	Description
	OPR

	1.0
	Acq Strategy Development
	 
	 

	1.1
	MOSA Strategy
	System Engineers (SE) develop MOSA Strategy, determine key architectural principles, assess available GRAs and open standards, determine min procurable modules, and modular system interfaces.
	PM/CE

	1.2
	Acquisition Strategy 
	PM/CE ensure that the acquisition strategy documents the requirement for MOSA standards with the appropriate Data Rights and use of Digital Engineering.
	PM/CE

	1.3
	Draft SOO/SOW/PWS and SRD/TRD MOSA requirement
	PM/CE ensure that the draft RFP documents the requirement for specific GRAs and MOSA standards such as OMS. See section 11.0 for reference to policy and guidance.
	PM/CE

	1.4
	Review of draft contractual documents
	Contracting reviews the governments RFP (SOO/SOW/PWS/CDRLs) to ensure that all sections (e.g., L and M) contain the appropriate language and artifacts to support the government's requirements in the RFP.
	PCO

	2.0
	RFP Development
	 
	 

	2.1
	Final PWS/SOW and SRD/TRD MOSA requirement
	PM/CE ensure that the final RFP documents the requirement for specific GRAs and MOSA standards such as OMS. See section 11.0 for reference to policy and guidance.
	PM/CE

	2.2
	Review of final contractual documents
	Contracting reviews the governments RFP (SOO/SOW/PWS/CDRLs) to ensure that all sections (e.g., L and M) contain the appropriate language and artifacts to support the government's requirements in the RFP.
	PCO

	3.0
	Proposal Evaluation
	 
	 

	3.1
	Check for Accuracy
	Government receives the contractor's proposal and checks the proposal to ensure it contains the appropriate artifacts to support the government's requirements in the RFP.
	PCO

	3.2
	Evaluation
	Government team reviews the entire proposal and evaluates how well the contractor addressed open systems architecture requirements in the RFP to include modular system interfaces, MOSA standards, and verification. On competitive acquisition, provide appropriate MOSA evaluation criteria for Section M (if MOSA is determined to be a source selection discriminator).
	PM/CE

	4.0
	SRR/SFR
	 
	 

	4.1
	Key Interfaces, standards, and verification
	At the SRR/SFR, the government team reviews the contractor's presentations to ensure that modular system interfaces were identified along with the MOSA standards to be used at the modular system interfaces.  In addition, the government team reviews the contractor’s preliminary MOSA verification plans for adequacy.
	PM/CE

	5.0
	PDR
	 
	 

	5.1
	Key Interfaces, standards, and verification
	At the PDR, the government team reviews the contractor's presentations to ensure that ICDs for modular system interfaces were drafted.  In addition, the government team reviews the contractors MOSA verification plans for adequacy.
	PM/CE

	6.0
	CDR
	 
	 

	6.1
	Key Interfaces, standards, and verification
	At the CDR, the government team reviews the contractor's presentations to ensure that ICDs for modular system interfaces were complete.  In addition, the government team reviews the contractors MOSA verification plans for completeness.
	PM/CE

	7.0
	Verification
	 
	 

	7.1
	Testing and reporting
	As a result of the verification process, the contractor delivers the appropriate documents that show the modular system interfaces conform or comply with the open architecture standard.  
	PM/CE


 
[bookmark: _Toc63770609]Measurement. 
0.11 Standard Process results: Measure ACAT programs implementing MOSA as part of their Acquisition Strategies and SEPs.  Initial measurement will be accomplished by generating status data from Program Offices asking if MOSA is part of Acquisition Strategies and SEPs.  Follow-on measurements may be accomplished against further details of the MOSA, identified Modular Systems, and level of re-use of Modular System Interfaces (i.e. OMS/UCI, Weapon Open System Architecture (WOSA), etc.).
0.12 Compliance and Product Support Risk Metric.  Figure 3 depicts the Specific, Measurable, Actionable, Relevant, Time Based (SMART) attributes for the MOSA metric. 
[image: ]
Figure 3. MOSA SMART Attributes
[bookmark: _Toc63770610]Roles and Responsibilities.
0.13 [bookmark: _Toc63770611]Program Managers & Chief Engineers
0.13.1 Develop the MOSA strategy to be included with the Acquisition Strategy by reviewing existing GRAs and Open Standards from the list of existing GRAs.
0.13.2 Include the appropriate Open Standard (i.e. OMS, WOSA, etc.) and GRAs to support the MOSA strategy in the RFP, PWS, SOW, and SRD.
0.13.3 Ensure contractor provides required MOSA standard artifacts as a part of the program engineering review process (i.e. SRR, SFR, PDR, CDR).
0.13.4 On competitive acquisition, provide appropriate MOSA criteria for RFP Section M (if MOSA is determined to be a source selection discriminator).  If MOSA criteria are included in the solicitation, ensure corresponding instructions are included in RFP Section L.  Work with AFLCMC/PK-PZ to ensure suitable language is written into the contract.
0.13.5 Respond to periodic SOCCER Taskers with detail on implementing a MOSA.  
0.14 [bookmark: _Toc63770612]Process Owner (AFLCMC/EZA)
0.14.1 Maintains and coordinates changes to this process.
0.14.2 Leads process improvement and change events related to this process.
0.14.3 Provides training during AFLCMC Focus Week and upon request.
0.15 [bookmark: _Toc63770613]AFLCMC/PK-PZ
0.15.1 Ensure contract sufficiently addresses MOSA artifacts (especially data rights strategy) to support the program MOSA strategy (e.g. SOW, Section L, and M). 
0.15.2 Include the necessary CDRLs as approved by the program office.
0.15.3 Based on the MOSA requirement, and working with legal counsel, incorporate the appropriate data right/software contract clauses into the contract.
0.16 [bookmark: _Toc63770614]AFLCMC/FZC
0.16.1 Provide guidance for program office estimates to support the MOSA strategy.
0.16.2 Understand life cycle cost benefits of MOSA for a Program of Record (POR).
0.17 Digital Enterprise Launch Team for Acquisition (DELTA)
0.17.1 Provides multi-functional support from the AFLCMC Acquisition Center of Excellence (ACE) as well as AFLCMC Engineering Subject Matter Experts from the Digital Engineering Advisory Group (DE AG) for programs considering Digital Acquisition, including MOSA.
0.17.2 Helps guide program teams through consideration of Digital Acquisition strategies, processes, and tools, including MOSA.
0.17.3 Supports program teams to critically think through applicability and implementation of Air Force Digital Acquisition policies/guidance/best practices into their acquisition programs, including MOSA.
0.18 [bookmark: _Toc63770616]Open Architecture Management Office (OAMO, AFLCMC/XA)
0.18.1 Provide guidance on acquisition strategies for using MOSA.
0.18.2 Consult and assist program offices with their MOSA implementations including RFP, SOW, and PWS development along with program review (e.g. SRR, SFR, PDR, etc.) evaluations.
0.18.3 Help program offices understand risks associated with MOSA.
0.18.4 Provide just in time training to program offices on considering MOSA.
[bookmark: _Toc63770617]Tools - Guides. 
0.19 Open Mission Systems (OMS) Acquisition Guide (send a request to the OAMO org box – AFLCMC/XA OAMO)
0.19.1 Latest version of OMS Documentation and Documentation available upon request.
0.19.2 Numerous Templates (e.g., Platform Description Document (PDD), Subsystems Description Document (SDD), Mission Package Description Document (MPDD)).
0.20 Future Airborne Capability Environment (FACE) Contract Guide
0.21 DoD Open Systems Architecture Contract Guidebook for Program Managers V1.1
0.22 Data Item Description – Open Systems Management Plan
0.23 USAF Digital Guide Book
0.24 DoD Automatic Test Systems (ATS) Open Systems Interfaces
0.25 
Sensor Open Systems Architecture (SOSA) Business Guide 
     
[bookmark: _Toc63770618]Training.
0.26 OMS Training: Call AFLCMC/XA (send a request to the OAMO org box – AFLCMC/XA OAMO)
0.27 MOSA Principles Training: Email AFLCMC/EZAC (Architectures), sean.mack@us.af.mil
0.28 WOSA Training: Call AFLCMC/RWWG, 850-883-2713 or jonathan.shaver.1@us.af.mil
[bookmark: _Toc63770619]Definitions.
0.29 Design Disclosure means making data related to the design of a component, subsystem, or system available to qualified recipients, with a goal of establishing and maintaining a process that will provide “early and often” design disclosure directly to the Government or to third party contractors via Government-established access and the ability to download artifacts. This data is sufficient to allow the third party to develop and produce a competitive alternative. Design Disclosure can be enabled through a variety of mechanisms including keeping data, code, and design artifacts in a repository either maintained by or overseen by the Government; providing the artifacts electronically upon requests made via the Government; or allowing requesting parties to obtain them directly from the source firm through a process involving review and approval from the Government. In addition, the Government can require that contractors allow the program to have continuous, real-time visibility and access to the development environment with access and the ability to download artifacts. Each program has the flexibility to establish the most appropriate mechanism for its specific needs; with a goal of establishing a process that is both cost-effective and responsive to requests. [DOD Open System Architecture Contract Guidebook for Program Managers: https://www.acqnotes.com/Attachments/Open%20System%20Architecture%20%28OSA%29%20Contract%20Guidebook%20for%20Program%20Managers%20June%2013.pdf]
0.30 Digital Model or Digital System Model is a digital representation of a defense system, generated by all stakeholders that integrates the authoritative technical data and associated artifacts which define all aspects of the system for the specific activities throughout the system lifecycle. [https://www.dau.edu/glossary/Pages/Glossary.aspx]
0.31 Key Interfaces are those interfaces that are of special interest to the Government for a variety of reasons such as:  rapid changes in technology; rapid changes in threat systems; exists in multiple variants; has multiple, long term, viable sources; rapid changes in requirements; provides something critical; or isolates US-only systems.  All Modular System Interfaces are Key Interfaces. [Derived from NDAA 2021 and Model Open Systems Architecture (OSA) Requirements, Software Engineering Institute, Carnegie Mellon University see Section 11.12]
0.32 Modular System refers to a weapon system or weapon system component that—
· is able to execute without requiring coincident execution of other specific weapon systems or components;
· can communicate across component boundaries and through interfaces; and
· functions as a module that can be separated, recombined, and connected with other weapon systems or weapon system components in order to achieve various effects, missions, or capabilities. [NDAA 2021]
0.33 Modular System Interface means a shared boundary between major systems, major system components, or modular systems, defined by various physical, logical, and functional characteristics, such as electrical, mechanical, fluidic, optical, radio frequency, data, networking, or software elements. [NDAA 2021]
0.34 Modular Open Systems Approach is the business and technical strategies of DoD’s implementation of Modular Open Systems, as specified in Section 1. Within the MOSA context, programs should design their system based on adherence to the following five MOSA principles: Establish an Enabling Environment; Employ Modular Design; Designate Key (Modular System) Interfaces; Use Open Standards; and Certify Conformance. [Integrating Business and Engineering Strategy Through Modular Open Systems Approach, Defense AT&L: January-February 2005]
0.35 Open Interface is a public standard for connecting hardware to hardware and software to software. With regard to hardware, it implies that there is more than one brand of product that can be hooked up to the device with the open interface. In the case of software, it implies that more than one program exists to interface with the application that has the open interface or that a program can be readily written to communicate with it. See open system and open standard. [Source is PC Magazine Encyclopedia.]
0.36 Open Standards means widely accepted and supported standards set by recognized standards organizations or the marketplace. These standards support interoperability, portability, and scalable [tailored: Glossary of Defense Acquisition Acronyms & Terms, 13th Edition, November 2009]
0.37 Open System A system whose technical architecture adopts open standards and supports a modular, loosely coupled, and highly cohesive system structure. This modular open architecture includes publishing of key interfaces within the system and relevant design disclosure. [DAU Glossary]
0.38 Open Systems Approach means an integrated business and technical strategy that employs a design that, where appropriate, defines key interfaces using widely supported, consensus-based standards that are published and maintained by a recognized industry standards organization. [DoD Open System Architecture Contract Guidebook for Program Managers v1.1]
0.39 Open System Architecture is a system that employs modular design, uses widely supported and consensus-based standards for its key interfaces, and has been subjected to successful validation and verification tests to ensure the openness of its key interfaces. [DoD Open System Architecture Contract Guidebook for Program Managers v1.1] 

 
0.40 Vendor lock is the situation in which customers are dependent on a single manufacturer or supplier for some product and cannot move to another vendor without substantial costs and/or inconvenience. This dependency is typically a result of standards that are controlled by the vendor. It can grant the vendor some extent of monopoly power and can thus be much more profitable than would be the absence of such dependency. [http://www.linfo.org/vendor_lockin.html and http://dodcio.defense.gov/Open-Source-Software-FAQ].
[bookmark: _Toc63770620]Acronyms.
ACAT			Acquisition Category
ADM 			Acquisition Decision Memorandum
AFLCMC		Air Force Life Cycle Management Center
API       		Application Programming Interface
ASB			Avionics Service Bus
ASP			Acquisition Strategy Panel
ATS 			Automatic Test Systems
CDD			Capability Development Document
CDR			Critical Design Review
CDRL			Contract Data Requirements List
CE			Chief Engineer
FACE			Future Airborne Capability Environment
GRA			Government Reference Architecture
ICD 			Interface Control Document
ICD 			Initial Capabilities Document
ISP			Information Support Plan
MOSA 		Modular Open Systems Approach
M/S			Milestone
OAMO		Open Architecture Management Office
OCE			Open Computing Environment
OMS 			Open Missions System
OSA 			Open Systems Architecture
PCO			Procuring Contracting Officer
PEO 			Program Executive Officer
PDR			Preliminary Design Review
PM			Program Manager
POR			Program of Record
PWS 			Performance Work Statement
RFP 			Request for Proposal
SEP			System Engineering Plan
SFR			Systems Functional Review
SOO 			Statement of Objectives
SOW			Statement of Work
SRD			System Requirements Document
SRR			System Requirements Review
TRD			Technical Requirements Document
UCI			Universal Command and Control Interface
WOSA			Weapon Open System Architecture
[bookmark: _Toc63770621]References to Law, Policy, Instructions or Guidance. 
11.1 NATIONAL DEFENSE AUTHORIZATION ACT FOR FISCAL YEAR 2017, Pub. L. No. 114-328; https://www.congress.gov/114/plaws/publ328/PLAW-114publ328.pdf
11.2 Defense Acquisition University Modular Open Systems Architecture Website
11.3 DoD Open System Architecture Contract Guidebook for Program Managers v1.1
11.4 Future Airborne Capability Environment (FACE) - www.opengroup.org/face including the Open Group FACE™ Contract Guide (requires registration to download document)
11.5 SAF/AQ Memo “Assistant Secretary of the Air Force (Acquisition, Technology & Logistics) Chief Architect” 18 Oct 2018

      
11.6 SAF/AQ Memo "Use of Open Mission Systems/Universal Command and Control Interface" 9 Oct 2018


11.7 Tri-Service Service Acquisition Executives Joint Memo “MOSA for Weapon Systems is a Warfighting Imperative,”  7 Jan 2019

 
11.8 AFLCMC/CC Memo "Sensor Open Systems Architecture (SOSA) Consortium”, 2 Apr 2018

 
11.9 NDIA, Model Open Systems Approach – Considerations Impacting Both Acquirer and Supplier Adoption, July 2020 [https://www.incose.org/docs/default-source/midwest-gateway/events/ndia_mosa_whitepaper_final_20200701.pdf]
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[bookmark: _Toc63770622]Appendix A.  SOW/PWS Examples
“System X shall incorporate an open system, service oriented architecture that utilizes non-proprietary government, commercial, or industry interfaces and standards.  The architecture shall include a Tier Y compliant Mission Package and Tier Y compliant Platform in accordance with the Open Mission Systems (OMS) Definition and Documentation (D&D) V1.2.  The architecture will be layered or decoupled and flexible/scalable to enable affordable, efficient, competitive capability upgrades and technical refresh with minimum flight or mission software re-write and regression testing.”

“The Subsystem/Software Services shall be incorporated into an open system, service oriented architecture that utilizes non-proprietary government, commercial, or industry interfaces and standards.  The Software Service/Component shall be integrated into the OMS reference implementation as a Tier Y compliant Software Service/Component in accordance with the Open Mission Systems (OMS) Definition and Documentation (D&D) V1.2.”

“The contractor shall develop and document all key OMS interfaces in the OMS Platform Description Document (PDD) in accordance with the GFE PDD Template. These interfaces shall be non-proprietary.  The OMS documentation shall include: 
a. Technical description of any computing environment that executes an OMS service
b. The OCE mission software resource life-cycle prioritization and resource allocation scheme
c. A step-wise description for how a 3rd party can add, modify, or remove OMS software services in the Open Computing Environment
d. Comprehensive, non-proprietary descriptions of mission system interfaces that received OMS exceptions/waivers
e. An OMS verification cross reference matrix (VCRM) tracing design elements back to the OMS D&D artifacts.”

“The contractor shall maintain an assessment of OMS Compliance to the required level as their mission systems architecture design and actual performance measures evolve. The contractor shall notify the government of any gaps or conflicts associated with achieving the required level of compliance. Notification shall include a detailed description of the gap or conflict and proposed resolution. Where applicable, the contractor shall propose changes to the OMS configuration control board IAW the OMS Governance Plan defined processes.”

“The contractor shall document the functional, logical and physical design aspects of the mission system architecture. The purpose of this documentation shall be to evaluate compliance at the key systems engineering reviews and document the final, as delivered, implementation of the OMS compliance mission system instantiation. The document shall be sufficient to facilitate and enable organic modernization activities, such as, adding new or replacing existing OMS mission system software and OMS subsystems.”

“The contractor shall support a demonstration of a third-party integrator who will integrate one new software service and one new subsystem into the adopting program (AP). The contractor shall enter into Associate Contractor Agreements with the Government-selected third-party integrator, software
service developer, and subsystem developer. The contractor shall provide OMS-related source code, OMS documentation, access to the AP SILs, and technical support to the third party integrator and developers. The contractor shall support design and planning reviews, provide answers to technical questions related to the AP and OMS documentation, and support the testing phase of the demonstration.”

“This development program shall utilize the Open Mission Systems (OMS) and XYZ standards to meet its OSA goals. The Government defines MOSA as a system for which major interfaces are collaboratively defined and maintained by an established community of interest (COI) for unconstrained usage.  
“The contractor shall establish, develop and maintain interface control documents (ICDs) and or application programming interfaces (APIs) for the system and identified subsystems and configuration items.  The ICDs shall document the functional, logical, and physical interfaces.  ICDs are required for any hardware and/or software interface (including a detailed description of the physical and logical interfaces) including but not limited to: external interfaces, subsystem to subsystem interfaces, component-to-component interfaces within the subsystem and all proposed extensions or modifications to the standard (such as OMS messaging schema).”
“The contractor shall adhere to the FACE™ technical standard, ed 3.0, for the design of safety critical software modularity and interface definitions.  Safety critical software components shall adhere to the FACE Safety-Base profile. Safety critical software components shall conform to the FACE Shared Data Model, ver 3.0.5.”
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		NOTICE

We invite your feedback and guidance as soon as possible for your comments to be considered for the next version of this publication. To provide feedback please send comments by email to
ogsosa-admin@opengroup.us.

For information on joining The Open Group SOSA™ Consortium, please send email to ogsosa-admin@opengroup.us or visit our website at www.opengroup.org/sosa.
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This document is the Sensor Open Systems Architecture (SOSA™) Business Guide, Edition 1.0. This is an approved document. 

This guide introduces the background, objectives and organization of The Open Group SOSA Consortium and elaborates its business model. The guide is structured as follows:

Chapter 1 provides background and general information

Chapter 2 describes the value proposition for Open Systems Architecture (OSA) as applied to the Command, Control, Communications and Computer (C4), Intelligence, Surveillance, and Reconnaissance (C4ISR) sensor domain

Chapter 3 presents and explains the SOSA Open Business Model and its applicability to both government and industry

Chapter 4 describes the SOSA Technical Standard

Chapter 5 provides illustrative examples of how the acquisition process may be positively affected by the inclusion of SOSA

Chapter 6 provides an overview of, and references for, conformance policy and contracting guidance
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The Open Group is a global consortium that enables the achievement of business objectives through IT standards. With more than 500 member organizations, The Open Group has a diverse membership that spans all sectors of the IT community – customers, systems and solutions suppliers, tool vendors, integrators, and consultants, as well as academics and researchers – to:

Capture, understand, and address current and emerging requirements, establish policies, and share best practices

Facilitate interoperability, develop consensus, and evolve and integrate specifications and open source technologies

Operate the industry’s premier certification service

Further information on The Open Group is available at www.opengroup.org.

The Open Group publishes a wide range of technical documentation, most of which is focused on development of Open Group Standards and Guides, but which also includes white papers, technical studies, certification and testing documentation, and business titles. Full details and a catalog are available at www.opengroup.org/bookstore.

Readers should note that updates – in the form of Corrigenda – may apply to any publication. This information is published at www.opengroup.org/corrigenda.
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As threats to sensing and communications advance and accelerate, the Government needs to acquire sensor capabilities in a more agile and affordable way than traditional acquisition methods. Industry needs a viable business model with real opportunities to compete for business. These differing interests demand a balanced open approach where all stakeholders’ needs are fairly represented in a collaborative forum: The Open Group SOSA™ Consortium. This Business Guide provides the background of the SOSA Consortium, its objectives and its organization. It lays out the consortium’s business strategy and its open business model. It tells you why we have formed the consortium and what we hope to achieve. Join us on this journey!
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[bookmark: pgfId-1010291][bookmark: pgfId-1012221][bookmark: pgfId-1011079][bookmark: _Toc532821109]Background

The United States Air Force Lifecycle Management Center (AFLCMC) recognized the potential for Open Systems Architecture (OSA) to address the growing need for sensor systems that are affordable, can meet the needs of multiple missions, and can evolve rapidly over their lifetime to keep up with changing threat environments and advancing technology. The Sensor Open Systems Architecture (SOSA) established as an Open Group consortium in November 2017. Government participation spans multiple departments and agencies, including the Air Force, Army and Navy. Industry participation includes defense contractors, commercial businesses, and academia.

The SOSA Business Guide is intended for use by all stakeholders in the acquisition, deployment, modernization, and sustainment of sensor systems that support Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR). The primary stakeholder groups (Figure 1) are Government organizations, aerospace and defense contractors, and commercial businesses. Within each of these broad groups there are technical communities, acquisition and contracting communities, operational communities, program managers, and financial planners. All of them have a stake in the SOSA ecosystem and should become familiar with this Business Guide.

[image: ]

[bookmark: _Ref494881744]Figure 1: SOSA Consortium Participants

Participation in the SOSA Consortium spans stakeholders across Government and Industry.

This edition introduces the objectives and organization of The Open Group SOSA Consortium, describes the SOSA Open Business Model and SOSA Technical Standard, explains how OSA may positively affect the procurement process, and provides guidance for organizations that procure sensor systems, as well as for those who provide them. This guide is necessarily abstract to relay essential concepts without getting bogged down in details which may change as the SOSA Technical Standard and conformance processes mature and evolve.

While the U.S. Government is the most common procurer of C4ISR systems, and contractors within the defense industrial base are the most common providers of those systems, it should be noted that the same concerns and general procedures are also applicable to procurements led by Industry and to products and services provided by commercial enterprises.

[bookmark: pgfId-1011119][bookmark: _Toc488333762][bookmark: _Ref496120723][bookmark: _Toc532821110]SOSA Consortium Objectives

The SOSA Consortium will develop a sensor system common framework based on the principles of OSA, and an Open Business Model consistent with the Department of Defense (DoD) acquisition process, that supports the acquisition and sustainment of future C4ISR sensor systems and subsystems over their entire lifecycle.

The primary objectives of the SOSA Consortium are to:

Provide a forum in which Government and Industry can work collaboratively to develop open standards and business practices which enable, enhance, and accelerate the deployment of affordable, capable, interoperable sensor systems

Develop a business model which balances the interests and addresses the concerns of all stakeholders, explicitly accounting for the perspectives of the DoD, prime contractors, and tiered suppliers within the defense industrial base

Create an open systems technical reference architecture and open interface specifications which employ modular design and use widely supported, consensus-based standards

Establish conformance verification and certification processes, protecting Intellectual Property (IP) rights, and provide guidance for incorporating the SOSA approach into the acquisition process

Enable open competition and encourage innovation at both the system and subsystem level while lowering costs and delivering new capabilities faster

[bookmark: _Toc466041346][bookmark: _Toc488333763][bookmark: _Toc532821111]SOSA Consortium Organization

The Open Group is the legal entity which operates the SOSA Consortium as a voluntary consensus standards body, using their existing management, development, review, and approval best practices and procedures. The SOSA Consortium will follow The Open Group Standards Development Process to generate all work products, and to achieve consensus on their content. After completing the Consortium and The Open Group approval processes for publication, these work products will be globally and freely available to download from The Open Group Library.

Within the SOSA Consortium, a SOSA Steering Committee, comprised of organizations with the appropriate Consortium membership-level entitlements, will provide governance, direction, and oversight to the various SOSA Working Groups and their subcommittees. The Steering Committee may form standing committees, as needed, to address issues which fall outside the purview of established Working Groups.

The SOSA Consortium is currently organized into the five Working Groups shown in Figure 2. Each Working Group is led by an elected chair and vice-chair. Effort is made to ensure a balance of Government and Industry representation within each Working Group. The Business Working Group seeks to build a consensus-based Open Business Model that supports adoption of the SOSA Technical Standard. All of the Working Groups collaborate to maintain alignment with ongoing OSA efforts being conducted by other organizations and to ensure an overall systems perspective. Subcommittees under a working group may be formed and dissolved, as needed.
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[bookmark: _Ref494882126]Figure 2: SOSA Consortium Organization

Each of the five SOSA Working Groups has representatives from both Government and Industry so as to balance the interests of all stakeholders. Collaboration across all five Working Groups ensures an overall systems perspective.

A brief description of the charter of each Working Group follows.

Architecture Working Group (AWG):

Defines and develops formal architecture products that communicate a clear picture of the SOSA enterprise suitable for a wide variety of Consortium and outside audiences

Ensures quality Systems Engineering (SE) and multi-discipline alignment through employment of SE best practices

Establishes and manages bi-directional relationships with other Open Architecture (OA) initiatives and programs

Ensures internal consistency among the SOSA business strategy and technical architectures through collaboration and coordination with stakeholders that are both internal (e.g., other Working Groups) and external (e.g., related OA activities)

Business Working Group (BWG):

Works with Government and Industry leaders to develop and implement a business model and strategy which support the SOSA vision and mission

Reaches out to stakeholders to create awareness of the SOSA initiative, encourage participation in the SOSA initiative, and promotes adoption of the SOSA approach when planning, procuring, developing, upgrading, and integrating sensor systems

Coordinates development of conformance verification and certification processes and develops guidance for using these processes

Develops guidance and example contracting language for specifying the SOSA Technical Standard in acquisition documents

Electrical & Mechanical Working Group (EMWG):

Specifies relevant existing standards and, as necessary, develops new standards to achieve modularity, interoperability, and scalability between and among sensor elements and the host platform

Hardware Working Group (HWG):

Specifies relevant existing standards and, as necessary, develops new standards to achieve modularity, interoperability, and scalability within a chassis that is applicable across multiple system elements

Software Working Group (SWG):

Identifies applicable existing or develops new standards and guidance to achieve agile, affordable, reusable software-based capabilities supporting multiple platform variants



For further information about the structure and operations of the SOSA Consortium, and/or information about membership, please contact ogsosa-admin@opengroup.us.
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[bookmark: _Toc488333768][bookmark: _Toc532821113]The Business Case for the SOSA Approach

[bookmark: _Toc532821114]Collaboration between Government and Industry

The SOSA approach employs a holistic approach which incentivizes competition in a targeted manner, aligning and balancing key business, management, and technical drivers among all stakeholders. The SOSA Consortium provides a forum in which Government and Industry work collaboratively to develop open standards which enable, enhance, and accelerate the deployment of affordable, capable, interoperable sensor systems. It addresses both an Open Business Model and OSA principles and technical standards.

On the technical side, the SOSA Consortium is creating an open reference architecture and interface specifications applicable to military and commercial sensor systems. The architecture employs modular design and uses widely supported, consensus-based, non-proprietary standards for key interfaces. On the business side, the SOSA Consortium is developing a model which facilitates the achievement of SOSA objectives (see Section 1.2) while balancing the interests and addressing the concerns of all stakeholders. Figure 3 lists some of the competing interests of Government and Industry that must be brought into balance to create a win-win scenario.
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[bookmark: _Ref494887264]Figure 3: The SOSA Business Strategy

The SOSA Business Strategy promotes balanced interests and shared benefits to make the SOSA initiative a win-win proposition for all stakeholders.



The SOSA approach offers benefits to government and industry alike through its efforts to identify and harmonize multiple open standards with the SOSA Technical Standard. Some examples of this harmonization approach are highlighted in Figure 4 below.
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Figure 4: The SOSA Consortium Works to Achieve Standards that are Self-Consistent Across Multiple OSA Initiatives



[bookmark: _Toc442794724][bookmark: _Toc532821115]The Value of the SOSA Approach to the Government

Use of the SOSA Open Business Model and Technical Standard is voluntary; however, the aim is that Government Program Managers will use the SOSA Open Business Model and Technical Standard when there is a clear benefit to the Government. One benefit of adopting the SOSA approach is that it provides the Government with the opportunity to satisfy the policies and mandates for OSA on programs, as called for in Better Buying Power and Section 805 of the FY2017 National Defense Authorization Act. By conforming to the SOSA Technical Standard, programs are ensuring that OSA principles are supported.

The SOSA Consortium is expected to provide the following benefits to the Government:

Reduced lifecycle costs and time-to-field:

· Increased competition throughout the lifecycle

· Reduced obsolescence redesign costs

· Faster development and fielding of new capabilities

· Reduced technology refresh costs

· Overcome stagnation due to vendor lock

Increased Government and Industry collaboration

Increased competition in the market for sensors

Increased opportunities to share capabilities across multiple platforms:

· Coordination of contracting actions to reduce redundant capability efforts

· The ability to integrate emerging capabilities more affordably and rapidly

These benefits are key to sustaining warfighting dominance of the U.S. and its allies. In the present fiscal and accelerating threat environments, the acquisition community must make a cultural shift away from sole-source, platform-unique solutions and adopt a holistic OSA approach to affordably acquire superior capabilities across the DoD and sustain the utility of legacy systems.

Use of the SOSA Technical Standard and modular software infrastructure will result in increased competition for sensors and will open the market to additional suppliers, allowing the Government to procure from a wider supplier base to ensure the warfighter is getting best-in-class systems.

The SOSA approach provides the Government with a wider range of choices and expanded usage of available COTS products. Increased utilization of COTS will drive the Government to adopt commercial practices in its dealings with the commercial marketplace.

[bookmark: _Toc442794725][bookmark: _Toc532821116]The Value of the SOSA Approach to Industry

The SOSA Consortium provides Industry with the means to satisfy customer requirements for employing Modular Open Systems Approach (MOSA) on programs, as called for in Better Buying Power and Section 805 of the NDAA17. Conformance to the SOSA Technical Standard assures Industry that OSA principles are supported using standards adopted by consensus to balance the interests of both Government and Industry.

The SOSA approach also helps provide opportunities to grow the business. The result of past intense competitions for long term contracts can often be characterized as a “winner take all”. The impact of not winning a sensor acquisition is likely to be significant for individual companies and their suppliers, thus stressing the industrial base. The selected sensor is likely to have a unique architecture, which creates a very high cost of entry for competitors to get future work on the sensor during maintenance and upgrades and typically results in vendor lock. 

Adoption of the SOSA Technical Standard helps create more competition by specifying a common OSA and facilitates breaking up a traditional single winner, long-term procurement into smaller capabilities-based procurements lowering cost-of-entry barriers. With programs using the SOSA approach, there will be more opportunities to compete for separate elements and components. Even if a firm is not selected as the primary winner on a contract, there will be more opportunities to compete and “get on” a platform as upgrades and technology refresh efforts are scheduled. Companies which take advantage of these new competitive opportunities can grow their business.

The SOSA approach also provides an opportunity to improve shareholder value. Instead of limiting the use of a developed capability to a single sensor, the SOSA approach facilitates incorporation of a capability across multiple sensor types. Firms can potentially amortize development costs of a capability or technology over a greater number of sensors than is possible today.

The modularity derived from the SOSA Technical Standard enables an agile environment for firms to respond to market and warfighter demands for capability changes and upgrades. Those firms that employ this agility for rapid technology insertion and accelerated time-to-market will create benefits for the warfighter as well as the bottom line.

[bookmark: _Toc488333766][bookmark: _Toc532821117][bookmark: _Toc488333769]The Reason for Pursuing OSA

According to the DoD Open Systems Architecture Contract Guidebook for Program Managers, an Open Architecture (OA) is a technical architecture that adopts open standards supporting a modular, loosely-coupled, and highly cohesive system structure that includes publishing of key interfaces. A key enabler for OA is the adoption of an Open Business Model that requires doing business transparently to leverage collaborative innovation, permit shared risk, maximize asset reuse, and reduce total ownership costs. The combination of OA and an Open Business Model facilitates the acquisition of systems having Open Systems Architectures (OSAs). Such systems are agile, modular, interoperable, and allow elements, components, and capabilities to be added, supported, modified, replaced, or removed by different vendors throughout the lifecycle of the system. Current DoD systems lack this much needed agility, necessitating a shift towards OSA. 

The traditional government “winner takes all” major system acquisition approach creates too many losers for too long a period, effectively stifling innovation and ensuring stagnation. Stagnation due to vendor lock is when the vendor is unable to provide responsive capabilities and innovation at affordable prices. A well thought out MOSA approach should allow procurers, primes, and integrators to seek more frequent and smaller acquisitions, capitalizing on innovation and avoiding stagnation. A successful prime or integrator will find that the agility that MOSA promises serves to help them keep their prime or integrator job. A successful vendor will find that following a MOSA approach will come to open new markets and provide more opportunities to compete.

[bookmark: _Toc488333767][bookmark: _Toc532821118]OSA Benefits and Challenges

The agility with which adversaries can employ new tactics or modify the capabilities of their threat systems drives the need for increased speed and greater agility in our responses to those changes. At the same time, the cost, complexity, and time-to-field new sensor systems have increased to the point where the traditional methods of procurement and sustainment are inadequate. OSA is a key enabler for composing, deploying, and maintaining sensor systems that counter the agile threat in a timely and affordable fashion. By selecting the appropriate OSA standard, a new system configuration with a new combination of elements and components inherits the interoperability, ease of integration, and affordability attributes of the OSA standard. Algorithms, techniques, software services, and even entire subsystems can be sourced and integrated from any provider who has designed to the selected standard. The party responsible for integrating the new capability benefits from the inherited interoperability attributes of the OSA standard, simplifying and accelerating the integration process.

The potential benefits of OSA include, but are not limited to, the following:

Capabilities that can rapidly adapt to evolving requirements and threats

Rapid and affordable technology transition

Reduced systems integration schedule, cost, and risk

Reduced development cycle time and total lifecycle cost

Full interoperability with all of the systems with which the sensor system must interface

Opportunities to leverage commercial investment and innovation

Greater access to cutting-edge technologies and products from multiple suppliers

Greater commonality and reuse of elements and components among systems

Mitigation of the risks associated with technology obsolescence

Mitigation of the risk of a single source of supply over the life of a system

Enhanced lifecycle supportability

Reduced cost through open competition

Despite substantial technical advances during the past decade, open system solutions remain elusive. Factors that may have impeded the development and adoption of OSAs include:

Traditional contracting models which assume requirements can be fully defined up-front

Resistance to the cultural change and near-term investment needed to realize the long-term benefits of OSA

Shortage of people with systems engineering expertise and experience in complex systems whose requirements are not fully specified and are likely to change over time

Commercial Off-the-Shelf (COTS) standards and products which may be ill-suited for mission-critical DoD combat systems

Rigid adherence to obsolete standards and ossified reference architectures

Perceived risk to Intellectual Property

[bookmark: _Toc532821119]Initiatives, Programs, and Mandates

The movement toward widespread adoption of OSA is gaining momentum through OSA initiatives by the DoD, OSA requirements being levied on programs by all of the military services, and OSA mandates in law and policy taking effect now and in the near term.

There is widespread advocacy for OSA in both Government and Industry, and the DoD has launched multiple initiatives for its adoption. Army PEO Aviation is mandating OA in their procurements. NAVAIR will mandate that any new programs or upgrades will have to start with OA – and will have to justify any other approach (show cause) as part of a new charter. The Air Force has established an Open Architecture Management Office (OAMO) with a standard process requiring an OSA review of programs throughout AFLCMC. One of the SOSA objectives is to develop collaboration and coordination across these initiatives to ensure a self-consistent set of standards that satisfies all stakeholders.

Examples of acquisitions which already have OSA requirements stated include the following:

Army Future Vertical Lift/Joint Multi-Role

Army Airborne Reconnaissance Low -Enhanced

Navy P-8 Poseidon Application-Based Architecture

Navy Next Generation Jammer

USAF Advanced Pilot Training (T-X)

USAF Dismount Detection Radar

USAF Resilient Embedded GPS/INS (R-EGI) Initiative

Congress has mandated in NDAA 2017 that all Major Defense Acquisition Programs (MDAPs) programs must elaborate their OSA requirements. The Air Force has mandated the use of the OMS/UCI standard, which is harmonized with the SOSA Technical Standard, for mission systems interfaces. As these and future Government mandates take effect, the number of programs seeking viable OSA standards will continue to grow and will impact billions of dollars in defense funding.



[bookmark: _Toc488333770][bookmark: _Ref494899558][bookmark: _Toc532821120]The SOSA Consortium Open Business Model

[bookmark: _Toc488333771][bookmark: _Toc532821121]Introduction

An Open Business Model is an essential enabler for attaining SOSA objectives. It sets forth the guidelines and procedures by which procurers and providers in general, and Government and Industry in particular, work together in order that their interests and concerns are balanced and the benefits of OSA are shared by all. The SOSA Consortium Open Business Model is essentially the implementation of a strategy for integrating the SOSA Technical Standard into the acquisition process for new and upgraded sensor systems.

The SOSA Consortium will work with all stakeholders to develop and implement an Open Business Model that is characterized by the following:

Collaboration: the SOSA Consortium provides a forum in which Government and Industry can work collaboratively to develop open standards and best practices that enable, enhance, and accelerate the deployment of modular, affordable, interoperable, and evolvable sensor systems

Balance: the policies and procedures of the SOSA Consortium promote equitable balancing of varying interests and concerns and sharing of OSA benefits among all stakeholders

Protection: Industry can conform to the SOSA Technical Standard without having to lose or have to relinquish its core IP

Robustness: consideration of cross-domain interoperability and reuse is encouraged

Transparency: there should be transparency in the future development of interfaces that are required to be open but are not yet defined in the SOSA Technical Standard

Guidance: the SOSA Consortium will give sensor system procurers and providers adequate guidance for integrating the SOSA Technical Standard into the acquisition and contracting process

[bookmark: _Toc488333772][bookmark: _Toc532821122]Integrating the SOSA Approach into the Acquisition Process

[bookmark: _Toc532821123]Pre-Contract Processes

Figure 5 illustrates the pre-contract processes by which OSA requirements are introduced into a procurement.  The requirements process is omitted here, as capability-based requirements should not imply a solution architecture. It is essential that the procuring organization consider OSA at the very beginning of the pre-contract process. One or more individuals with subject matter expertise in OSA and familiarity with the SOSA Technical Standard and Open Business Model should recommend an appropriate set of reference architectures for the sensor system being procured and help designate the desired open interfaces. They should also survey other organizations for current and planned future sensor systems that may provide opportunities for cross-domain reuse or enable interoperability. Lastly, they should identify any OSA gaps that are to be addressed under the procurement. The identification of a key system interface that the procurer wants to be open, but for which there is no existing standard, is an example of such a gap. The procurer may simply require that the interface be non-proprietary or may further require that it be developed transparently (i.e., with visibility to the SOSA stakeholder community) and be made available to the SOSA Consortium for review and possible adoption within the SOSA Technical Standard.  This may be accomplished through membership and participation in the consortium or through the problem report and change request system.

As an example, the first round or instance of interaction may be an Industry Day, followed by the issuance of a Request for Information (RFI) that contains a section outlining the desired OSA features and soliciting provider feedback. The SOSA Open Business Model encourages potential providers to evaluate the OSA features, reference architecture, and technical standards contemplated for the potential acquisition and provide feedback on where they agree with the acquisition approach to OSA and where they recommend an alternative approach. Any recommended alternative approaches should be supported by compelling written arguments. A Draft Request for Proposal (DRFP) may be issued allowing similar opportunity for feedback between the procurement authority and potential providers. After receiving and assessing such feedback, an RFP is issued in which all OSA requirements are included as OSA tasks with specific guidance detailing how OSA requirements should be addressed in proposals, how they will be evaluated, and how they will be monitored and verified during contract execution.
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[bookmark: _Ref494892361]Figure 5: Pre-Contract Processes

The benefits of the SOSA approach are maximized when OSA desires/requirements are addressed during the very early stages of a procurement.

[bookmark: _Toc532821124]Contract Execution Processes

Figure 6 illustrates the contract execution processes by which OSA requirements are met during contract execution. After a contract has been awarded, it is essential that any OSA tasks be performed transparently to ensure that the end product is consistent with SOSA architectural principles and conforms to the SOSA Technical Standard to the extent required by the contract. It is recommended that this be done through a combination of independent oversight and certification of conformance to the standard. At the discretion of the procuring organization, oversight can be provided by the OSA Subject Matter Experts (SMEs) from the procurer’s organization, the provider’s organization, or an objective third party. Such oversight and conformance verification should be done in accordance with the schedule and methods specified in the contract and can include specific reviews that address conformance to the OSA requirements listed in the procurement. SOSA conformance verification and certification processes will be defined in the SOSA conformance program. The SOSA Consortium encourages that any OSA gaps that are addressed during contract performance be proposed to the SOSA Consortium for adoption and inclusion in the SOSA Technical Standard.
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[bookmark: _Ref494892648]Figure 6: Contract Execution Processes

Contracts must be executed with transparency into the “open” aspects of system architecture.

[bookmark: _Toc488333773][bookmark: _Toc532821125]Legacy Systems and Backward Compatibility

The successful introduction of standards into the C4ISR sensor space must include strategies for dealing with:

· The need to sustain legacy systems that were not designed with OSA in mind

· Compatibility with systems that were designed to conform to earlier versions of the SOSA Technical Standard

Careful consideration must be given to open systems requirements imposed by contracts to service or upgrade such systems. Factors to consider include the number of such systems, their remaining years of operation, subsystems, elements and components currently available, and whether the benefits of conformance to the latest standard justify the effort involved. Government must make a determination of how the SOSA approach may best be applied and to what extent the system will be required to conform to the SOSA Technical Standard. Industry should be consulted and given an opportunity to explain potential exceptions based on compelling arguments that the exceptions are in the Government’s best interests. In most legacy systems, the business case will support implementation of open standards at key interfaces.

[bookmark: _Toc494907546][bookmark: _Toc488333774][bookmark: _Toc532821126]Conformance Processes

The SOSA Consortium will establish a conformance program to verify and certify claims that an interface is conformant to the SOSA Technical Standard.  The SOSA conformance program will consist of multiple, related conformance processes. A conformance policy is being drafted.

Verification will consist of a set of technical processes. Each verification effort will identify the interface(s) to be verified, the version of the SOSA Technical Standard to be used and the applicable sections of the standard. Each selected interface’s conformance to the SOSA Technical Standard will be verified via the appropriate SOSA conformance verification processes. Multiple verification authorities will be available upon the approval of the SOSA Consortium. SOSA conformance verification processes will leverage existing industry standard conformance processes to the extent practical.

Certification is the business process of gaining the right to use the SOSA trademark in advertising a product with one or more verified conformant interfaces. One certification authority will manage the SOSA conformance certification process. A registry of products with certified conformant interfaces will be available for product suppliers to publish information about their certified conformant products.

Figure 7 provides a notional illustration of the process. This process will begin to populate an on-line registry of reusable, interoperable products with SOSA conformant interfaces.
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[bookmark: _Ref494892947]Figure 7: The SOSA Conformance Program

The SOSA Conformance Program will certify and register a growing number of sensor systems, subsystems , elements, and components that conform to the SOSA Technical Standard.

[bookmark: _Toc488333775][bookmark: _Toc532821127]Data Rights and Intellectual Property (IP)

The Government’s desire for sensor systems to have an OSA must be balanced against Industry’s need to protect its Intellectual Property (IP) rights. The SOSA technical architecture follows a “gray box” approach whereby the functions and behaviors of the modules are specified, but not the methodology by which those functions and behaviors are achieved. Therefore, Industry IP, their so-called “secret sauce”, is protected within the module. The SOSA Technical Standard provides a means by which the Government (or other procuring entity) can specify key interfaces within or around a sensor system that must be open without overly constraining the ability of Industry to provide and protect innovative solutions based on unique, proprietary technology developed at private expense. A contractor’s unique technology, which generally lies within the functional modules of a sensor system rather than at the SOSA interfaces, may be provided with other than “Unlimited Rights” or “Government Purpose Rights” as defined in the Federal Acquisition Regulations (FAR) and Defense Federal Acquisition Regulation Supplement (DFARS). Industry will not lose or have to relinquish its core IP as a result of conforming to the SOSA Technical Standard and, in these cases, the Government will not lose its ability to meet its mandates for OSAs.

To promote the adoption and use of the SOSA Technical Standard, SOSA interfaces and the documentation describing them will be open and available without data rights restrictions. Sensor interfaces that are contractually designated as SOSA interfaces must conform to the SOSA Technical Standard or they will be considered contractually non-compliant.



[bookmark: _Toc488333776][bookmark: _Ref494899577][bookmark: _Toc532821128]The SOSA Technical Standard

[bookmark: _Toc488333777][bookmark: _Toc532821129]Introduction

The SOSA Technical Standard is being developed by the SOSA Consortium as a “standard of standards” applicable to a broad range of sensor systems. It is a living document that can evolve as sensor systems evolve. Constituent standards are being adopted from applicable existing standards, where such standards already exist, and will be developed when relevant standards do not already exist. Development of new standards may often begin as an integral part of future contracting for new and upgraded sensor systems. Future acquisitions of C4ISR systems should explicitly identify all OSA desires/requirements, the degree to which the sensor system must conform to the SOSA Technical Standard, and how OSA will be evaluated in proposals. At a minimum, all future sensor systems acquisitions are expected to require adherence to SOSA principles available in the released SOSA Technical Standard Ed 1.0 Snap Shot.

Requirements from various existing open standards have been organized into an integrated technical reference architecture for software, hardware, and electrical/mechanical interfaces, to support development of sensors from standardized functional modules for the various sensing types required. This integrated technical reference architecture is designed to evolve with technology, sensing techniques, and emerging sensor types. The architecture enables sensors to be built from reusable modules where modules may be implemented in hardware and software, hardware-only, or software-only, using the specified SOSA module interfaces.

The five sensor types (Radar, EO/IR, EW, SIGINT, and Communications) within the current scope of the SOSA Consortium can be composed from a set of SOSA modules derived from a functional decomposition of the sensor systems. The module definitions leverage to the greatest extent possible the commonality between sensor types and only diverge when the sensor phenomenology dictates differentiation, as, for example, between electro-optical apertures and phased array antennas.

The SOSA Technical Standard is the key enabler for the SOSA Open Business Model. It is the method by which MOSA principles are made achievable for C4ISR systems. The SOSA conformance program supports the Technical Standard by providing conformance assessment. Together, they provide the mechanism to ensure the SOSA value proposition is fulfilled.

[bookmark: _Toc488333778][bookmark: _Toc532821130]The Concept of Modularity

The central concept of the SOSA Technical Standard is a modular architecture that defines the functions performed and associated behaviors of each module and the interface relationships (signal and data exchange) between modules. Much thought has been given to reuse across sensor types and support of multi-mode sensors that will be emerging in the future. Interfaces are categorized (e.g., high-capacity, low-latency, publish-subscribe, discrete, etc.) to ensure consistent treatment throughout the architecture.

In general, the focus of the procurer will be on interfaces – which ones are key to realizing the potential benefits of OSA. The focus of the provider will be on implementation of the key interfaces that must be open. The characteristics of an interface and its importance to obtaining SOSA objectives determine whether it is designated as a SOSA interface.

Criteria for determining whether a particular interface is designated as a SOSA interface include the following:

Criticality of function

Ease of integration

Frequency of change

Interoperability

Commonality/reuse

Cost

Figure 8 is a conceptual illustration of the modular decomposition of a sensor system into subsystems, elements, and components. This can be done at various levels of granularity. Each of the SOSA modules could conceivably be broken down into an even finer level of detail. A guideline for meeting SOSA objectives is to modularize the sensor architecture to the level of elements that are likely to be procured separately over the lifecycle of the sensor system.

[image: ]

[bookmark: _Ref494895445]Figure 8: Conceptual Decomposition of a Sensor System into a Modular Architecture with SOSA Interfaces

The upper block diagram in Figure 8 illustrates a SOSA conformant sensor system composed of modules with prescribed functions and behaviors and external interfaces that conform to open interface specifications in the SOSA Technical Standard. The lower block diagram shows elements inside a module. The SOSA Technical Standard does not specify interfaces internal to a SOSA module. Such interfaces may or may not be open. In this illustration, the fact that the external interface from element B does not conform to the SOSA Technical Standard renders the module non-conformant with the SOSA Technical Standard. In certain circumstances – for example, the upgrading of a legacy system – such a module design may be acceptable to an acquirer.

The full description of an integrated architecture typically requires multiple views. In addition to a modular functional architecture such as that shown in Figure 8, a sensor system may also be described by a physical architecture. The mapping between the functional and physical architectures is illustrated in Figure 9. The design is determined by requirements that flow from mission capabilities and performance objectives. In practice, the elements of the physical architecture (labeled Elements in Figure 9) are often designated as Line Replaceable Units (LRUs), and their structure is often dictated by constraints imposed by the host platform. Software components (labeled Components in Figure 9) will be hosted on appropriate hardware elements to achieve the required capabilities. These functions may be provided by hardware elements alone or by a combination of a hardware elements and software components.
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[bookmark: _Ref494895595]Figure 9: Mapping of Functional Modules to Physical Architecture

The functional requirements of a sensor system must be mapped to a physical architecture to present a more complete picture of an integrated sensor system architecture.

[bookmark: _Toc488333779][bookmark: _Toc532821131]Development of the SOSA Technical Standard

One view of the development of the SOSA Technical Standard is illustrated in Figure 10. It began with the functional decomposition of several sensor systems into a set of common modules and functions from which a technical reference architecture has been composed. For each module, those interfaces that are key to achieving SOSA objectives have been specified as SOSA interfaces. Lastly, open standards are specified for the SOSA interfaces. Whenever practical, the SOSA Consortium has aligned with existing standards that are relevant, in whole or in part, for use in the SOSA Technical Standard. When no relevant existing standard has been found for an interface, the SOSA Consortium will develop an interface specification for inclusion in the SOSA Technical Standard. This may involve the evaluation and adaptation of an interface specification emerging from a sensor development program as shown in Figure 6. The SOSA Consortium will also update the SOSA Technical Standard as sensor technology evolves. Each step of the process undergoes review by the appropriate SOSA Consortium Working Group, and by the SOSA Consortium membership as a whole.
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[bookmark: _Ref494895753]Figure 10: Evolution of the SOSA Technical Standard

The SOSA Technical Standard will take time to grow to maturity as existing standards are adapted and gaps are filled. It will continue to grow and adapt as sensor technology evolves.

[bookmark: _Toc488333780][bookmark: _Ref494899584][bookmark: _Toc532821132]Examples of SOSA Adoption

Adherence to SOSA principles should be a requirement for future procurement and sustainment of all sensor systems. This chapter addresses how Government and Industry interact over the course of a sensor system program (procurement or sustainment) that follows the SOSA approach. It begins with the full process as it would be conducted for the procurement of an entirely new sensor system, and then describes tailoring of the process for cases such as updating technology or inserting new modes in existing systems.

[bookmark: _Toc488333781][bookmark: _Toc532821133]Procurement of a New Sensor System

For purpose of discussion, it is convenient to depict the process of acquiring a sensor system (or a subsystem, or a technology upgrade) as comprising the four phases shown in Figure 11. The planning and collaboration phases are particularly critical because this is where there is the most opportunity to reap the benefits of OSA – not just within the individual procurement, but across multiple programs, missions, and organizations in areas such as affordability, interoperability, commonality, and reuse. It is necessary to incorporate the SOSA approach in every phase in order to realize the full benefits of OSA.
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[bookmark: _Ref494897908]Figure 11: The SOSA Technical Standard should be Considered During Every Phase of a Typical Sensor Procurement

[bookmark: _Toc532821134]Planning

The planning phase is arguably the most important acquisition phase in that the overall needs and requirements that will fill those needs are identified and developed. The Government office responsible for the acquisition should adopt a long-term view and a broad perspective. It should consider sensor system investments being planned by other services and agencies, the expected operational lifetime of the sensor system, and the new capabilities, enabled by emerging technologies, that will be needed to keep up with the changing threat environment. While any particular sensor system may have some unique requirements, it is likely that some portion of its OSA design can be shared with other sensor systems. Long gone are the days of sensor systems being developed in isolation.

The extent to which the SOSA approach is incorporated into the acquisition must be identified during the planning phase. Toward the end of this phase, it is crucial that Industry plays a part in validating the existence of technology that will satisfy those requirements. Factors considered during this phase include:

Understanding of the problem, including end-user needs

Analysis of existing systems and capabilities

Competitive environment (is there only one current source?)

Obsolescence of elements, components, and capabilities over the system lifecycle

Internal and external system and subsystem interfaces

Which interfaces must be open to meet program (and broader) objectives

Conformance to the SOSA Technical Standard

Data and software deliverable requirements for the system

Industry/company capabilities – this is where collaboration begins

[bookmark: _Toc532821135]Collaboration

The collaboration phase is characterized by constructive interaction between Government and Industry representatives regarding the technical feasibility, performance characteristics, and affordability of the desired sensor system. The issuance of an RFI allows Government to get an early assessment of current and emerging capabilities within Industry, the associated cost and risk, and the extent of the competitive field. From a SOSA viewpoint, the RFI should be explicit with regard to:

Adherence to SOSA architectural principles

Required reference architecture module and interface specifications within the SOSA Technical Standard

Benefits expected to be gained by using the SOSA approach (including enterprise benefits beyond the acquiring program)

The next collaborative step is typically the issuance of a Draft RFP, with more explicit SOSA requirements, to which Industry can respond with questions for clarification, recommendations for change, or arguments for exceptions. Industry should also be a partner in identifying ways in which the application of SOSA principles in this acquisition can benefit (or receive benefit from) a broader portfolio of sensor system programs.

There will sometimes be gaps between the information available in the SOSA Technical Standard and what is needed for a particular acquisition; for example, an interface designated to be open for which an appropriate standard has not yet been developed or adopted. Any such gaps should be identified during the planning and collaboration stages and decisions made about how they are to be addressed. For a large acquisition program, they may be addressed as part of a technology development or risk reduction effort in advance of the larger acquisition. Such development should be done with the transparency required by an Open Business Model and the results submitted to the SOSA Consortium for consideration.

Open communication between Government and Industry is essential throughout this phase. The inclusion of SOSA architectural principles and interface standards should be clearly understood by all stakeholders and represent a “win-win” scenario. The data rights and IP associated with all interfaces should be determined and the opinion of legal counsel should be obtained to ensure that the data rights and IP strategy can be implemented effectively. The contracting language to be used in the RFP is also developed collaboratively between Government and Industry and coordinated between their respective program offices, contracting offices, and legal counsels.

[bookmark: _Toc466041374][bookmark: _Toc532821136]Competition

The competitive phase begins with Government issuance of the final RFP. Collaboration between the Government and Industry is suspended upon issuance of the solicitation. It is essential that the RFP clearly specifies SOSA requirements, how those requirements should be addressed in proposals, and the criteria and weighting that will be used to evaluate responses to SOSA requirements. In addition, the final RFP should include the following content specific to SOSA:

Descriptive narrative of what benefits are expected to be achieved by using the SOSA approach (including benefits beyond the specific sensor system being acquired under the RFP)

Requirement for adherence to SOSA architectural principles

The relevant SOSA reference architecture and designated SOSA interfaces within the SOSA Technical Standard to which conformance is required

Identification of OSA gaps to be addressed (e.g., interfaces for which there is no open standard but an open standard is desired)

Requirement for proposals to include a SOSA conformance plan and preference for SOSA certified elements and components

This phase continues with the submission of proposals and concludes with evaluation and source selection by the Government.

[bookmark: _Toc532821137]Execution

From the day of contract award, Government and contractor teams must work together to ensure that the SOSA-related sensor system requirements set forth in the solicitation and the solution proposed by the successful offeror are completely in alignment and any weaknesses that were identified in the proposal are addressed early in the execution phase. Contractor and subcontractors must also work together to ensure that the integrated sensor system will meet all SOSA contractual requirements. This will generally mean implementing the SOSA plan that was submitted in the winning proposal (and revised as needed after contract award) and evaluating progress during periodic reviews such as a kick-off meeting, design review, and program reviews. Subsystems may go through a formal SOSA conformance process as they are developed. Ultimately, the integrated sensor system must be shown to be SOSA conformant to the extent required by the contract. SOSA conformance verification and certification processes will be conducted as described in section 3.4, above. Compliance with SOSA contractual requirements must remain a key measure of program success and sensor system acceptance.

[bookmark: _Toc466041377][bookmark: _Toc466041378][bookmark: _Toc466041379][bookmark: _Toc488333782][bookmark: _Toc532821138]Modernization and Sustainment of an Existing Sensor System

The role of the SOSA approach within the procurement process illustrated in Figure 11 must be able to adapt to the specific nature of individual procurements. The processes and phases of section 5.1 must occur and often only the scale or scope of the processes may be constrained for modernization and sustainment efforts. This section presents scenarios that illustrate adaptation of the process and the stakeholder roles and responsibilities over a sampling of common obsolescence mitigation or upgrade situations.

[bookmark: _Toc532821139]Technology Refresh or Other Modification of a SOSA Conformant Sensor

This straightforward case is one that will be encountered more often as SOSA conformance becomes more pervasive over time. From a SOSA viewpoint, the principal function of Government is to specify the modules within the original reference architecture that are to be modified or replaced and the associated interfaces defined in the SOSA Technical Standard to which the system modifications must conform. It is also essential that adequate system engineering be done, either prior to contract award or as an early task within the contract statement of work, to ensure that the proposed modifications do not adversely affect overall system performance. SOSA conformance does not in itself ensure system performance and does not obviate the need for high-quality systems engineering. This case provides great opportunity for vendors to access new markets on a level playing field. Thus, it also provides integrators with access to innovative approaches and more options to meet a capability need.

[bookmark: _Toc532821140]Technology Refresh or Other Modification of a Legacy Sensor System

It may not always be practical to bring legacy systems into full conformance with the SOSA Technical Standard. In developing the procurement, the Government must consider the cost/benefit trade-offs in the context of the legacy system design and the expected operational lifetime of the sensor. For example, if the number of sensors is small, they are nearing sunset, and a significant redesign would be required, the benefits gained by bringing the sensor into full SOSA conformance may not be enough to justify the required level of effort. However, requiring select interfaces to be SOSA conformant might make sense. Prior to contract award, and preferably before release of a solicitation, Government and Industry should both consider the implications across programs and product lines of not seeking SOSA conformance for a particular legacy system interface.

[bookmark: _Toc532821141]Addition of a New Sensing Modality to an Existing Sensor Suite

Adding sensor modalities often means introducing software that controls sensor data collection or processes the sensor data in a new manner. Examples include adding a third-party tracking feature to an EO/IR spot sensor that keeps the field of view centered on an object of interest, or adding a coherent change detection capability to an existing synthetic aperture radar. Once again, it is essential that adequate system engineering be done to ascertain that proposed third-party modes are compatible with existing modes and operational requirements and do not otherwise adversely affect overall system performance.

[bookmark: _Toc488333783][bookmark: _Ref494899590][bookmark: _Toc532821142]Other Business Guidance

This chapter identifies related guidance for use with this Business Guide.

[bookmark: _Toc532821143]SOSA Contracting Guide

At the time of this writing, the SOSA Contracting Guide was nearing readiness to be published in draft form. That guide contains examples of contracting language to assist in the formulation of solicitations, including the Statement of Work, Instructions to Offerors and Evaluation Criteria.

[bookmark: _Toc532821144]SOSA Conformance Policy

At the time of this writing, the SOSA Conformance Policy was nearing readiness to be published in draft form. That policy lays out the essential principles for a future conformance program for the SOSA Technical Standard.
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DEPARTMENT OF THE AIR FORCE
WASHINGTON DC

OFFIgE_ o:THE ASSISTANT SECRETARY 18 OCT 2018

MEMORANDUM FOR SAF/AQ PERSONNEL
FROM: SAF/AQ

SUBJECT: Assistant Secretary of the Air Force (Acquisition, Technology & Logistics) Chief
Architect

Interconnectivity is paramount in today’s world, yet Defense Acquisition has historically
struggled with building highly-connected families of systems. Broad use of standards (analogous
to the Internet of Things) and the ability to conduct requirements trades across integrated
platforms are “horizontal” engineering disciplines we must inject into our currently “vertical”
system. Consequently, I am establishing a Chief Architect position within Air Force acquisition.

The first pathfinding duties of the architect will be to lead the Advanced Battle
Management System (ABMS) family-of-systems design trades in support our Chief of Staff’s
Multi-domain Command and Control (MDC2) vision as well as conducting a yearly family-of-
systems analysis for Next Generation Air Dominance. Other architecture duties will be assigned
in future as they arise.

The Chief Architect will create and manage the family-of-systems trade space lying
between traditional requirements and acquisition roles, turning warfighter requirements into
potential integrated designs, recommending threshold and objective performance parameters
contributing to SAF/AQ programs, managing family-of-systems design margin, and defining
interfaces and standards to ensure interoperability. Program Executive Officers (PEOs) and
Program Managers (PMs) will retain all authority and responsibility for executing their
respective programs, but for designated family-of-systems programs (like ABMS and NGAD),
they must gain approval from the Chief Architect before modifying threshold and objective
performance parameters. Unresolved issues will be brought forward to SAF/AQ. This will allow
the Advanced Battle Management System to execute decentrally in multiple PEOs without
reorganizing, creating one bulky mega-program, or eschewing the benefit the “tech push” rapid
acquisition strategies are currently providing to many traditional Air Force programs.

Complimentary to operational analysis, the Chief Architect will specialize in technical,
engineering-based analysis needed to design, fly, and buy integrated families of systems. He/she
will leverage various Federally Funded Research and Development Centers and University
Affiliated Research Centers to develop and conduct technical modeling and simulation. Trades
will be continually updated based on demonstrated performance from contributing programs.
PEOs and PMs will maintain a regular cadence of updates to the Architect to ensure trade space
estimates are current and accurate.





An architect support staff will be created to work with staffs at the PEOs, MAJCOMs,
and Air Force Warfighting Integration Cell. They will facilitate coordination across portfolios,
maintain synchronization of programs, and elevate issues for resolution.

Finally, the architect will recommend five to ten integration initiatives for each budget
cycle to increase integration of legacy systems.

William B. Roper, Jr.
Assistant Secretary of the Air Force
(Acquisition, Technology & Logistics)
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DEPARTMENT OF THE AIR FORCE
WASHINGTON DC

~9.0CT 2018

OFFICE OF THE ASSISTANT SECRETARY

MEMORANDUM FOR AIR FORCE PROGRAM EXECUTIVE OFFICERS
SUBJECT: Use of Open Mission Systems/Universal Command and Control Interface

I. The USAF must be specific about our approach to open architecture standards. The Open
Mission Systems/Universal Command and Control Interface (OMS/UCI) standard has been
tested and verified with many successes and lessons learned. Having achieved Technology
Readiness Level 9, OMS/UCI is demonstrating the ability to be a game changer in the integration
of mission systems onto our weapon systems. This standard, originally designed for use in
avionics mission systems, is now being applied for a broad spectrum of use cases from satellite
ground stations to space command and control. We see the power of common and compatible
standards in our personal lives every day, resulting in amazing systems of systems.

2. To meet Congressional intent, per the National Defense Authorization Act, Fiscal Year 2017,
Section 805, as well as OSD guidance (Open Systems Architecture Contract Guidebook for
Program Managers), we require all USAF programs use a Modular Open Systems Approach
(MOSA) by implementing OMS/UCI to the maximum extent possible. This memorandum
directs OMS/UCI inclusion in Rapid Prototyping efforts under Section 804 and Weapon System
Component Prototyping efforts under Section 806. All programs that are expending 3600 funds
and are pre-Milestone A must implement OMS/UCI to the maximum extent possible. Programs
that are between Milestones A and B shall move to a MOSA by implementing OMS/UCI to the
maximum extent practicable, as long as OMS/UCI implementation does not cause an increase in
3600 funding of more than 15% over the Future Years Defense Program.

3. Program Executive Officers shall ensure that all milestone reviews, especially the Acquisition
Strategy Panel, include documentation to show how OMS/UCI will be used in the program. All
requests for an exception to the use of OMS/UCI shall be handled by the AF Standardization
Executive (SE) and will require Service Acquisition Executive approval. Programs requiring an
exemption must submit a request of no more than two pages to the SE via SAF/AQR,

n.saf-ag.mbx.saf-agre-workflow@mail. mil. OMS/UCI exemption requests will be
reviewed and a decision issued no more than ten days from the receipt of the request.

4. The OMS/UCI standard can be downloaded from the Air ForceResearch Laboratory Virtual
Distributed Laboratory. The Open Architecture Management Office can be ed directly at

AELCMC.XZ.OAMO@us.af.mil.
T2l /a

ROBERT D. McMURRY William B. Roper, Jr.
Lieutenant General, USAF Assistant Secretary of the Air Force
Commander, Air Force Materiel Command (Acquisition, Technology & Logistics)
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Office of the Secretary of the Navy Office of the Secretary of the Army
1000 Navy Pentagon 101 Army Pentagon
Washington, DC 20350-1000 Washington, DC 20310-0101

Office of the Secretary of the Air Force
1670 Air Force Pentagon
Washington, DC 20330-1670 Jan 7 2019

MEMORANDUM FOR SERVICE ACQUISITION EXECUTIVES AND PROGRAM
EXECUTIVE OFFICERS

SUBJECT: Modular Open Systems Approaches for our Weapon Systems is a Warfighting
Imperative

Victory in future conflict will in part be determined by our ability to rapidly share
information across domains. Sharing information from machine to machine requires common
standards.

For the past several years, each of the Services has been developing, demonstrating, and
validating common data standards through a cooperative partnership with industry and academia.
This work has resulted in the establishment of Open Mission Systems/Universal Command and
Control Interface (OMS/UCI), Sensor Open Systems Architecture (SOSA), Future Airborne
Capability Environment (FACE) and Vehicular Integration for C4ISR/EW Interoperability
(VICTORY) among other standards.

We have reviewed the capabilities of these common standards. We determined the
continued implementation of these standards, and further development of Modular Open Systems
Approach (MOSA) standards in areas where we lack them is vital to our success. As such,
MOSA supporting standards should be included in all requirements, programming and
development activities for future weapon system modifications and new start development
programs to the maximum extent possible.

In an effort to formalize our approach to MOSA, Service Acquisition Executives will
publish specific implementation guidance for our acquisition programs. Additionally,
Standardization Executives should continue standards development efforts where we have gaps.
Lastly, requirements and programming functions will ensure MOSA is reflected in our
requirements and programs to ensure our future weapon systems can communicate and share
across domains.

RicHard V. Spencer Mark T. Esper
Secretary of the Navy Secretary of the Army

L\B \/’L___
Heather Wilson

Secretary of the Air Force
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DEPARTMENT OF THE AIR FORCE
HEADQUARTERS AIR FORCE LIFE CYCLE MANAGEMENT CENTER
WRIGHT-PATTERSON AIR FORCE BASE OHIO

MEMORANDUM FOR DISTRIBUTION
FROM: AFLCMC/CC
SUBJECT: Sensor Open Systems Architecture (SOSA) Consortium

1. The fiscal challenges and threat realities we now face demand change. We know we must
deliver useful increments of capability to the warfighter significantly faster and we must become
much more agile to appropriately support cyber resiliency in our weapon systems. Modular
Open Systems Approach (MOSA) promised speed and agility; for sensors, the new Sensor Open
Systems Architecture (SOSA™) consortium will deliver on that promise. This effort is being led
by the AFLCMC Open Architecture Management Office (OAMO) with the Army and Navy. It
also includes 26 industry partners, from large primes to small businesses.

2. The SOSA consortium is an inclusive, incremental and inexpensive approach to open
standards for payloads/sensor technologies. It seeks to harmonize and align existing standards to
the greatest degree possible. The consortium has begun coordination with several government
and open standards organizations. This method ensures inherent interoperability with a number
of existing open standards.

3. The SOSA approach is to develop procurement-driven, incremental capability improvements
across C41SR areas of software, cyber resiliency, hardware, electrical/mechanical, and business
strategy. The issue in sensors is NOT a lack of innovation; rather it is the inability of our
systems to exploit innovation rapidly. The goal of SOSA is to enable programs to be agile to
meet rapidly evolving threats, user requirements, and obsolescence issues.

4. The success of this effort depends on our Programs of Record supporting the SOSA
consortium and adopting the standard to meet their needs. | encourage our directorates to contact
the OAMO to get involved. Programs should provide their sensor open architecture
requirements and identify procurement insertion opportunities based on: obsolescence
mitigation, technology refresh opportunities, quick reaction capability support, and new starts.

5. AFLCMC endorses the SOSA consortium as the affordable, agile, and expeditious way
forward for our C4ISR sensors. For additional information, the Point of Contact is Ilya Lipkin,
AFLCMC/EZAC, (937) 904-7721, DSN 674-7721, or E-mail address: ilya.lipkin@us.af.mil.

Digitally signed by

MCMURRY.ROBER wcmurrY ROBERT.D.JR 1135
T.D.JR.1135084529 084529

Date: 2018.04.02 09:13:34 -04'00'

ROBERT D. McMURRY
Lieutenant General, USAF
Commander

DISTRIBUTION (listed on next page)
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Abstract

This special report documents generic reusable Open System Architecture (OSA) requirements
that USAF Program Offices (POs) can mandate on contractors to create systems and software ap-
plications that have an open system architecture. Most of these model OSA requirements are com-
plete and can be specified “as is”, whereas others are incomplete templates that require Govern-
ment personnel to enter program-specific missing information. It is expected that the PO will
select and tailor these requirements as appropriate to meet the specific needs of the program.

The scope of this report is open system architectures, not the program’s overall open system ap-
proach (which also has the acronym OSA). In other words, this report does not address the PO’s
OSA business model and does not include requirements on the PO.

The model OSA requirements proposed in this special report were incrementally and iteratively
produced using the following top-down approach:

« OSA Policies. Identify and review DoD and USAF OSA-related policies and capture their
relevant OSA-specific information.

o OSA Guidance. Identify and review DoD and USAF OSA-related guidance and capture their
relevant OSA-specific information.

« Requirements Taxonomy. Based on these OSA-related policies and guidance, develop an
appropriate taxonomy of the overall OSA goal, associated OSA objectives, and objective-spe-
cific model OSA requirements

« High-Level Model OSA Requirements. Based on these OSA-related policies and guidance,

derive (i.e., identify and specify) high-level model OSA requirements that capture the OSA
objectives supporting the overall goal of having the contractor use an OSA.

o Lower-Level Model OSA Requirements. Based on these OSA-related policies and guid-
ance, derive detailed verifiable model OSA requirements that implement these OSA objec-
tives and associated high-level model requirements.

CMU/SEI-2015-SR-028—RESTRICTED | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY iv
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1 Introduction

1.1 Overview

The purpose of this special report is to document model Open System Architecture (OSA) re-
quirements: in other words, generic reusable requirements that USAF Program Offices (POs) can
mandate on contractors to create systems and software applications that have an open system ar-
chitecture. These model requirements would typically be specified by the PO in section C of an
RFP, Specification/Statement of Work. These requirements might also influence section L — In-
structions, Conditions, & Notices to Offerors, and section M — Evaluation Factors for Award.
They may be employed in other requirements documents and specifications, provided they are ju-
diciously applied, considering the phase and the acquisition strategy of each program.

These requirements would typically derive from AFROC or JROC approved documents, such as:

« Initial Capability Document (ICD)
o Capability Development Document (CDD)
«  Capability Production Document (CPD)

These model OSA requirements could also be specified in a requirements repository or require-
ments management tool such as DOORS.

Most of these model OSA requirements are complete and can be specified “as is”. Others are in-
complete templates that require Government personnel to enter program-specific missing infor-
mation. All may be tailored to meet program specific needs.

1.2 Intended Audience

The primary audience for this report is therefore PO personnel who will be developing OSA-
specific Government requirements that will be levied on prime contractors, system integrators,
and vendors to:

o achieve the desired benefits of an OSA

ensure that contractors understand what they need to deliver to satisfy the requirement
« ensure that PO personnel understand what they are requiring the contractor to do
« complywith DoD and USAF OSA policy directives

1.3 Scope

The scope of this report is open system architectures, not the program’s overall open system ap-
proach (which also has the acronym OSA). In other words, this report does not address the PO
OSA business model and does not include requirements on the PO.

Note that some OSA policy and guidance states or recommends that PMs and PO System Engi-
neers should themselves identify key components, key interfaces, and associated open interface

CMU/SEI-2015-SR-028—RESTRICTED | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 1
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standards prior to contract award. In such cases, some of these model OSA requirements would
need to be modified accordingly. That is, the contractor would be required to verify and poten-
tially extend the PO OSA decisions rather than making and proposing the initial OSA decisions.

1.4 Definitions

By model requirement, we mean a generic, reusable requirement that the PO can mandate on
contractors, The model requirement can be reused as is, reused with modification (i.e., tailored),
or reused as a template that requires additional information prior to being mandated.

By an OSA (architecture), we mean a system or software architecture that has the following prop-
erties:

« Modularity. The architecture is modular in the sense that its key (defined later) architectural
components exhibit:

- Good Abstraction. A key component implements a single function or concept.

- High Cohesion. All of the internals of a key component are needed to implement that
component’s single function or concept. The key component does not implement any un-
related requirements. In other words, the component’s internals are necessary and suffi-
cient.

- Low Coupling. The key component has few interfaces with other components and these
interfaces are relatively simple. Key components do not interface with other components
unless the interface is necessary for the components to meet their requirements.

- Encapsulation. Key components hide their internals and do not permit other compo-
nents to bypass their visible interfaces. Similarly, key components do not bypass the vis-
ible interfaces of other components to access their hidden internals.

« Key Interfaces. The key interfaces (interfaces involving key components) are:

- Well-Documented. All key interfaces are documented in sufficient detail to support the
substitution of one variant of the associated key component with another by an organiza-
tion other than its original developer.

« Open Interface Standards. All key interfaces conform to open rather than proprietary inter-
face standards.

« Verification. The conformance of key interfaces to their associated open standards has been
verified via conformance testing (or automated static analysis).

Table 1 shows additional OSA-related terms and their definitions:

Table 1: OSA-related Terms and Definitions

Term Definition

abstraction a model of a single part of an application domain or technology that
captures its important behavior and characteristics while ignoring any
diversionary details

architectural constraint | an architectural decision that is treated as a requirement

CMU/SEI-2015-SR-028—RESTRICTED | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 2
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conformance testing

testing of the system/software to determine whether it conforms to
relevant law, regulations, and policy

cohesion the degree to which all of a component’s internal parts are needed to
implement its abstraction (i.e., no extraneous or unrelated parts)
coupling the degree to which a component has interfaces with other compo-

nents (including both in-bound and out-bound interfaces) and to
which these interfaces are complex (e.g., number of parameters)

A modular architecture has low coupling and therefore avoids unnec-
essary interfaces and unnecessarily complex interfaces.

encapsulation

the degree to which a component hides its implementation behind its
visible interfaces, preventing other components from bypassing these
interfaces

key component

an architectural component that exhibits some of the following defin-
ing characteristics:

« Is subject to choice and/or replacement

o Is separately procurable

«  Exists in multiple variants

« Has multiple sources having long-term viability

« Is subject to rapid requirements change (e.g., due to changing
stakeholder needs or changes in threats)

« Is subject to rapid technological change so that it may need to be
replaced during a technical insertion (T1) or technical refresh

« Is subject to obsolescence (e.g., no longer obtainable or maintain-
able)

« Is being provided by a supplier that may need to be replaced
(e.g., due to contractor non-performance or a COTS product ven-
dor going out or business)

« Is mission-critical, safety-critical, or security-critical

« Provides critically important data, information, material, or ser-
vices

« Isolates US-only software so that it can be removed or replaced
to enable foreign military sales (FMS)

key interface

an interface involving a key architectural component and therefore
sharing many of the properties of the associated key architectural
component(s)

modular architecture

a system architecture in which the system has been partitioned into
architectural components that exhibit good abstraction, have high in-
ternal cohesion, have low coupling to other components and external
systems, and encapsulate their internal implementation behind visible
interfaces
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open [interface stand- | the degree to which the interface standard is

ard] « Fully documented to decrease ambiguity and help ensure that
implemented key interfaces meet their associated interface stand-
ards

- Both syntax and semantics (functional behavior)

o Developed and maintained according to group consensus

« Published and maintained by a recognized standards organiza-
tion (listed very roughly by decreasing scope and thus openness):

- International standards organization, regional standards, na-
tional standards organization, governmental standards or-
ganizations, industry/government consortia, industry associ-
ations, professional organizations, academia, and dominant
international corporations with de facto standards

« Easily available to the general public (or appropriate audience)
at no cost or with a moderate license fee

1.5 Approach

The following top-down approach was used to incrementally and iteratively produce the model
OSA requirements proposed in this special report:

o OSA Policies. Identify and review DoD and USAF OSA-related policies and capture their
relevant OSA-specific information.

o OSA Guidance. Identify and review DoD and USAF OSA-related guidance and capture their
relevant OSA-specific information.

« Requirements Taxonomy. Based on these OSA-related policies and guidance, develop an
appropriate taxonomy of the overall OSA goal, associated OSA objectives, and objective-spe-
cific model OSA requirements

« High-Level Model OSA Requirements. Based on these OSA-related policies and guidance,
derive (i.e., identify and specify) high-level model OSA requirements that capture the OSA
objectives supporting the overall goal of having the contractor use an OSA.

o Lower-Level Model OSA Requirements. Based on these OSA-related policies and guid-
ance, derive detailed verifiable1 model OSA requirements that implement these OSA objec-
tives and associated high-level model requirements.

! These lower-level model OSA requirements were derived because the high-level model OSA requirements (i.e.,
those at the level of OSA-objectives) are typically too ambiguous to be verifiable.
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2

Hierarchy of Model OSA Requirements

2.1 OSA-Related Policies

Because the following OSA-related policies place mandates on the program office program man-
ager (PM) and system engineer rather than on the development contractors, they cannot be di-
rectly mandated on the development contractor and contractual requirements must be therefore be
derived from them.

a)

b)

DoD15000.02 — Operation of the Defense Acquisition System

Date: 7 January 2015

Source: http://www.acq.osd.mil/fo/docs/500002p.pdf

Relevant Contents: The acquisition strategy will include open systems architecture that enable
competition for upgrades. PMs are responsible for evaluating and implementing open systems
architectures, where cost effective, and implementing a consistent IP Strategy. Program man-
agers are responsible for applying open systems approaches in product designs where feasible
and cost-effective. Program management will use open systems architecture design principles
to support an open business model.

Better Buying Power (BBP) 3.0 — Implementation Directive for Better Buying Power 3.0 —
Achieving Dominant Capabilities through Technical Excellence and Innovation

Date: 9 April 2015

Source: http://www.acq.osd.mil/fo/docs/betterBuyingPower3.0%289Apr15%29.pdf

Relevant Contents: BBP3.0 requires the use of Modular Open Systems Architecture to stimu-
late innovation. PMs will adopt modular systems open architecture design approaches to ena-
ble opportunities for technology insertion. PMs will ensure that its designs are modular and
that the government is in a position to control all the relevant interfaces so that competitors
with superior technology have the opportunity to win their way onto our programs. PMs will
ensure that their programs adhere to the following five principles: establish an enabling envi-
ronment, employ modular design, designate key interfaces, use open standards, and certify
conformance. PMs are responsible for applying open systems approaches in product designs
wherever feasible and cost-effective to enable competition for upgrades, facilitating reuse
across the joint force, easing technology insertion, and aiding adoption of incrementally up-
graded software.

Better Buying Power (BBP) 2.0 — Implementation Directive for Better Buying Power 2.0 —
Achieving Greater Efficiency and productivity in Defense Spending

Date: 24 April 2013

Source: http://www.acq.osd.mil/fo/docs/betterBuyingPower3.0%289Apr15%29.pdf

Note: Although BBP 3.0 has replaced PPB 2.0, the older directive nevertheless contains use-
ful information that can help drive the generation of model OSA requirements.

Relevant Contents: BBP 2.0 required that program offices to promote effective competition
by enforcing open system architectures and effectively managing technical data rights. PMs
had to use acquisition strategies (e.g., open systems architecture) that maximized competition
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for upgrades from program inception through sustainment. Components had to describe how
they had considered OSA during their milestone reviews.

2.2 Guidance Documents

a) Defense Acquisition University (DAU) OSA Website
Date: 6 April 2015
Source: https://acc.dau.mil/CommunityBrowser.aspx?id=18016&lang=en-US
Relevant Contents:

- Open System Architecture. An OSA employs modular design, uses widely supported
and consensus based standards for its key interfaces, and has been subjected to success-
ful validation and verification tests to ensure the openness of its key interfaces. An OSA
is defined as a technical architecture that adopts open standards supporting a modular,
loosely coupled and highly cohesive system structure that includes publishing of key in-
terfaces within the system and full design disclosure.

- Modularity. An OSAincorporates a modular design with loose coupling and high cohe-
sion that allows for independent acquisition of system components (i.e., composability).
A modular architecture partitions functionality into discrete, cohesive, and self-contained
units with well-defined, open and published interfaces that permit substitution of such
units with similar components or products from alternate sources with minimum impact
on existing units.

- Design? Disclosure. An OSA approach includes continuous design disclosure and the
appropriate use of data rights to allow greater visibility into an unfolding design and
flexibility in acquisition alternatives. An OSA approach produces enhanced transparency
of the system design through Government, academia, and industry peer reviews. Design
disclosure means making data related to the design of a component, sub-system or sys-
tem available to qualified recipients, with a goal of establishing and maintaining a pro-
cess that will provide “early and often” design disclosure directly to the Government or
to third-party contractors via Government-established access and the ability to download
artifacts. The Government can require that contractors allow the program to have contin-
uous, real-time visibility and access to the development environment with access and the
ability to download artifacts.

- Open Interface Standard. An open (interface) standard is a widely accepted and sup-
ported standard set by a recognized standards organization or the marketplace. Open
standards are equally available to the general public at no cost or with a moderate license
fee.

b) DoD Open Systems Architecture — Contract Guidebook for Program Managers v.1.1
Date: January 2013

Note that this should be interpreted to mean architecture disclosure rather than design disclosure, as we are
actually dealing with open system architectures.
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Source: https://acc.dau.mil/osaguidebook
Relevant Contents:

- The essence of Open Systems Architecture (OSA) is organized decomposition, using
carefully defined execution boundaries, layered onto a framework of software and hard-
ware shared services and a vibrant business model that facilitates competition. An Open
System Approach (consisting of both and Open System Architecture and an Open Busi-
ness Model) is composed of five fundamental principles:

1. Modular designs based on standards, with loose coupling and high cohesion, that al-
low for independent acquisition of system components;

2. Enterprise investment strategies, based on collaboration and trust, that maximize re-
use of proven hardware system designs and ensure we spend the least to get the best;

3. Transformation of the life cycle sustainment strategies for software intensive systems
through proven technology insertion and software product upgrade techniques;

4. Dramatically lower development risk through transparency of system designs, con-
tinuous design disclosure, and Government, academia, and industry peer reviews;

5. Strategic use of data rights to ensure a level competitive playing field and access to
alternative solutions and sources, across the life cycle.

- A mandate of OSA s that technical requirements be based to the maximum extent practi-
cable on open standards. Where there are no standards, the OSA methodology creates
them. At a minimum, technical standards and related specifications, requirements, source
code, metadata, interface control documents (ICDs), and any other implementation and
design artifacts that are necessary for a qualified contractor to successfully perform de-
velopment or maintenance work for the Government are made available throughout the
life cycle.

c) Defense Acquisition Guidebook: Chapter 4 — System Engineering (especially 4.3.18.15
Open Systems Architecture)
Date: version available on 29 May 2015
Source: https://acc.dau.mil/CommunityBrowser.aspx?id=638295
Note:

- Section 4. Implementing an open systems architecture (OSA) as part of the software de-
sign and development increases design flexibility, supports incremental deliveries, al-
lows for opportunities to use COTS and OSS, facilitates future upgrades and modifica-
tions, and supports technology insertion. The Systems Engineering Plan (SEP) should
consider ... open systems architecture, associated data rights, and sustainment considera-
tions. Key activities in the Architecture Design process include Identify and define criti-
cal attributes of the physical system elements, including design budgets (e.g., weight, re-
liability) and open system principles. The system architecture and the resulting design
documentation should be sufficiently detailed to allow the confirmation of interoperabil-
ity and open system performance requirements. Careful decisions regarding the design
of system elements can enable the use of open (non-proprietary) standards and an open
systems or modular approach that may allow for resiliency as well as reduce costs and
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promote competition during development, production, technology refresh, and life-cycle
extension. OSA could provide a means to quickly certify a newer, more available part
for use in weapon systems, thus reducing the impact of DMSMS. Conversely, it could
also result in more part numbers (equivalents) being introduced into supply thus increas-
ing the likelihood of counterfeit intrusion. Regarding Commercial-Off-The-Shelf, the
Systems Engineer should ensure open system design ... throughout the projected system
life cycle. When feasible, the System Engineer use an OSAto enable technology inser-
tion/refreshment more easily than with design-specific approaches.

- Subsection 4.3.18.16. An open architecture is defined as a technical architecture that
adopts open standards supporting a modular, loosely coupled, and highly cohesive sys-
tem structure that includes the publishing of key interfaces within the system and rele-
vant design disclosure. Correct application of OSA principles and practices results in
modular architecture components having well-defined functions and open standards-
based interfaces. Threat analyses, functional criticality analyses, technology opportuni-
ties, and evolved capability assessments are examples of assessments against the func-
tional architecture to determine what components should be OSA-enabled. Engineering
trade analyses and assessments supporting OSA should be completed and OSA-enabled
architecture components specified, before contracts are let for technology development
of those architecture components. The PM should map Open Systems strategy and func-
tional architecture to SOW requirements, Data Item Descriptions (DIDs), and CDRLs
consistently across the enterprise. The System Engineer should ensure the program func-
tional architecture is structured to accommodate OSA where feasible. Modular open sys-
tem designs, developed from the system architecture, should be analyzed at each design
review because there is a link between OSA and the level and type of technical data,
computer software, and data rights the Government needs for life-cycle support. Not all
interfaces need to be open at any one level of the design, only those that are required to
meet anticipated incremental capability updates or changes in threat or technology inser-
tion. The levels of data rights that need to be required for each OSA-enabled architecture
component are determined in order to assert the requisite contract requirements to obtain
them. Specific OSA-related data deliverables that should be required to include: Soft-
ware Development Plans (DI-IPSC-81427A), Software Development Status Reports
(DI-MCCR-80459), Software Development Summary Reports (DI-MCCR-80902), and
Software Design Descriptions (DI-IPSC-81435A). The PM should maintain an open sys-
tems management plan. The plan describes the offeror’s approach to: (1) OSA, modular-
ity, and open design, (2) inter-component dependencies, (3) design information docu-
mentation, (4) technology insertion, (5) life-cycle sustainability, (6) interface design and
management, (7) treatment of proprietary or vendor-unique elements, (8) reuse of preex-
isting items including all commercial-off-the-shelf/non-developmental Item
(COTS/NDI) components, their functionality and proposed function in the system, (9)
why each COTS/NDI was selected for use, and (10) copies of license agreements related
to the use of COTS/NDI components for Government approval. OSA approaches and
requirements should be addressed at design reviews, e.g., System Readiness Review
(SRR), Preliminary Design Review (PDR), and Critical Design Review (CDR).
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d) USAF Program Office Introduction to Open Systems: Open Systems Architecture,
Open Systems Approach
Date: 13 July 2015
Source: https://www.milsuite.mil/book/docs/DOC-219025 (requires milSuite registration)
Relevant Contents: This self-study tutorial (1) discusses the difference between an open sys-
tem architecture and an open system approach, (2) covers the USAF OSA Vision as well as
DoD policies and regulations, (3) the implications of an OSA, (4) OSA examples, (5) imple-
menting OSAs, (6) Placing OSA on contracts, (7) Evaluating OSA proposals, and (8) evaluat-
ing OSA implementations.

2.3 Model OSA Requirements Taxonomy

Figure 1 illustrates the derivation relationships between OSA policies and guidance, the overarch-
ing OSA goal, OSA objectives, and model OSA requirements.
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OSA Policy

OSA Guidance

!

!

G) Open System Architecture (OSA)
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Key Components Interface Standard(s)

Figure 1: Requirements Trace from OSA Policies and Guidance to Model OSA Requirements

2.4 Overarching OSA Goal

The following overarching OSA goal is derived from the preceding OSA policy and guidance
documents:

G)

OSA: The contractor shall engineer an Open System Architecture (OSA) to facilitate achieving the
government’s goals of agility and affordability.
Verification Method: Verification of associated objectives (see 2.5 OSA Objectives below).

Rationale: An open system architecture brings many business and engineering benefits. It is also re-

quired by policy.

Note: This goal is at sucha high level of abstraction that is does not make a good model OSA require-
ment. OSA is required as a lever to achieve the Government’s overarching business and technical goals.
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2.5 OSA Objectives

Based on the preceding OSA policies and guidance, the following subordinate OSA objectives
were derived from the preceding OSA Goal:

01) System Engineering Process: The contractor shall implement a system/software engineering process
that enables the engineering of an OSA.
Verification Method: Verification of associated requirements
Rationale: Development of an OSA needs to be properly planned, engineered, and verified.

02) Modularity: The contractor shall engineer amodular system/software architecture.
Verification Method: Verification of associated requirements
Rationale: Modularity is one of the defining characteristics of an open system architecture. The use of
modular architectures is a system and software engineering best practice that should not be restricted to
the key architectural components of the system; consequently, all architectural components should be
modular unless there are sufficient reasons not to be.

03) Key Interfaces: The contractor shall identify all key interfaces in the system/software architecture.
Verification Method: Verification of associated requirements
Rationale: The identification of key interfaces is one of the defining characteristics of an open system
architecture. Every interface does not need to conform to open interface standards. It is important for the
contractor (and Program Office) to know which interfaces are considered key because this categoriza-
tion has significant architectural consequences.

04) Open Interface Standards: The contractor shall ensure that all key interfaces conform to appropriate
open interface standards.
Verification Method: Verification of associated requirements
Rationale: The conformance of key interfaces to associated open interface standards is one of the defin-
ing characteristics of an open system architecture. The use of open interface standards is a system and
software engineering best practice that should not be restricted to only the key interfaces of the system.
Note: Openness is a matter of degree based on the scope of the standards body. For example, an interna-
tional standard (e.g., ISO) is more open than a national standard (e.g., ANSI), which in turn is more
open than a military standard.

05) Standards Compliance: The contractor shall verify and validate all key interfaces to determine if they
conform to the associated open interface standards.
Verification Method: Verification and validation testing
Rationale: The verification that key interfaces actually conform to their associated open interface stand-
ards is one of the defining characteristics of an open system architecture.

2.6 Model OSA Requirements

The following model OSA requirements are organized by OSA objectives and derived from the
preceding OSA policies and guidance. They would typically be specified by the PO (e.g., inthe
RFP, the contract, and any other Government requirements such as a Functional Requirements
Document (FRD). They would be mandated on the prime contractor, which would typically in-
clude them in the contractor’s system and software requirements specification and also pass them
down to any relevant subcontractors.
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26.1 Model System Engineering Process Requirements

R1) Planning: The contractor shall explicitly include the engineering of an OSA in its planning and associ-
ated documentation.
Clarification: This documentation would typically include the program’s System Engineering Manage-
ment Plan (SEMP), Software Development Plan (SDP), Integrated Master Schedule (IMS), and the
Work Breakdown Schedule (WBS).
Verification Method: Milestone reviews, regular interim progress reviews, and ongoing oversight.
Rationale: An adeguate OSA is unlikelyto be achieved without proper planning including adequate
resources (e.g., schedule, funding, and staffing).

R2)  Architecture Documentation: The contractor shall explicitly document the following OSA-related
information in the system and software architecture documentation and models:

- Overall approach to OSA
- Specific important benefits to be achieved by the use of OSA

- The use of modularity of architecture components including (1) key components, (2) the
rationale for their selection, (3) the rationale for the use of any proprietary or vendor-
unique components, (4) the functionality, proposed function in the system, the rationale
for the use of all Commercial-Off-The-Shelf/Non-Developmental Item (COTS/NDI)
components including the identification of license agreements related to the use of these
COTS/NDI components

- Interfaces between architectural components including key interfaces, the rationale for
their designation, how these interfaces were designed, and how they will be managed

- The conformance of key interfaces to open interface standards including the rationale for
these interface standards including the rationale for the use of any proprietary or vendor-
unique interfaces

- The methods by which conformance of interfaces to these open interface standards will
be verified and validated

- The ways that the OSA-aspects of the architecture will support the substitutability of key
components, increased competition, and the avoidance of vendor lock

- The ways that the OSA-aspects of the architecture will support technology insertion
- The ways that the OSA-aspects of the architecture will support lifecycle sustainability

Clarification: Example architecture documentation includes the System Architecture Document (SAD),
Software Architecture Document (SwAD), Software Design Description (SDD), Interface Design Doc-
uments (IDD), and any architecture models. Note that this requires continuous access by the Govern-
ment to be properly verified.

Verification Methods: (1) Continuous ongoing review and oversight and (2) formal milestone reviews
such as the System Readiness Review (SRR), Preliminary Design Review (PDR), and Critical Design
Review (CDR)

Rationale: An architecture needs to be adequately documented to be communicated to its stakeholders.
The OSA can be documented in the form of traditional documents, models typically stored in some
modeling tool, or both. OSA-related decisions need to be accompanied by rationales in order to be un-
derstood and verified. Much of this documentation is required as part of the definition of an OSA. Sub-
stitutability, increased competition, the avoidance of vendor lock, technology insertion and lifecycle sus-
tainability are primary OSA benefits. These items are explicitly stated in the Defense Acquisition
Guidebook.
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R3)  Continuous Access: The contractor shall provide relevant PO personnel with continuous, real-time,
architecture disclosure including read access and the ability to download of architecture-engineering
work products including architecture documents, architecture models, and architecture engineering pro-
cess documents.

Clarification: Relevant PO personnel includes people who provide oversight of the contractor’s archi-
tecture engineering activities. This includes both Government personnel and PO support contractors
selected by the PO.

Verification Method: Demonstration and ongoing oversight

Rationale: Without continuous access, time and effort may be wasted by the contractor by not selecting
the correct key components, key interfaces, and open interface standards.

2.6.2 Model Modularity Requirements

R4)  Key Component Identification: The contractor shall explicitly identify all key components of the
open system architecture.
Verification Method: Architecture Review
Rationale: Key components will have key interfaces.

R5) Key Component Rationale: The contractor shall document the rationale for why each significant ar-
chitectural component was or was not identified as a key component of the open system architecture.
Verification Method: Architecture Review
Rationale: This helps the verification process to ensure all key components were identified and that
none of the identified components was identified incorrectly.

R6)  Single Abstraction: The contractor shall ensure that each key architectural component implements a
single abstraction, such as a single function or object.
Verification Method: Architecture Review
Rationale: Abstraction is one of the defining concepts of modularity. The careful use of abstraction is a
system/software engineering best practice that should not be restricted to only the key components that
should not be restricted to only the key components.
Note: Functional abstraction (obtained via functional decomposition) is the most commonly used form
of abstraction; specifically, key components implement a single system function (or capability).

R7)  High Cohesion: The contractor shall ensure that each key architectural component has high internal
cohesion.
Verification Method: Architecture Review
Rationale: High cohesion is one of the defining characteristics of modularity. High cohesion is a sys-
tem/software engineering best practice that should not be restricted to only the key components. High
cohesion supports the separation of different concerns into different components.

R8) Low Coupling: The contractor shall ensure that each key architectural component has low coupling
with other components and external systems.
Verification Method: Architecture Review
Rationale: Low coupling is one of the defining concepts of modularity. Low coupling is a system/soft-
ware engineering best practice that should not be restricted to only the key components.

R9) Encapsulation: The contractor shall ensure that each key architectural component hides its implemen-
tation behind well-defined interfaces.
Verification Method: Architecture Review
Rationale: Encapsulation is one of the defining concepts of modularity. Encapsulation (a.k.a., infor-
mation hiding) is a system/software engineering best practice that should not be restricted to only the
key components.
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R10) Key Components: The contractor shall incorporate the following architectural component into the sys-
tem/software architecture as a key component; [ENTER THE NAME OR DESCRIPTION OF THE
KEY COMPONENT HERE].
Verification Method: Architecture Review
Rationale: It is sometimes appropriate for the government to mandate the use of a specific architectural
component as a key architectural constraint. For example, this may promote competition due to the ex-
istence of multiple variants of the component.
Comment: Occasionally, it may be necessary to mandate the use of an architectural component as an
architectural constraint.

2.6.3 Model Key Interface Requirements

R11) Key Interface Identification: The contractor shall identify each key interface in the open system archi-
tecture.
Verification Method: Architecture Review
Rationale: Because a key interface shares many of the properties of the associated key architectural
component(s), it needs to be explicitly identified as such. This allows the knowledge of which interfaces
are keyto be communicated to systems stakeholders (such as component documenters, developers, and
testers) so that they do not overlook the open-system aspects of the interface.

R12) Key Interface Documentation: The contractor shall document each key interface inthe open system
architecture.
Clarification: This documentation is often in the form of a document such as Interface Requirements
Specification (IRS), Interface Control Document (ICD), or DODAF SV-1 Systems Interface Descrip-
tion. It might also be in the form of data inan architectural modeling tool.
Verification Method: Architecture Review
Rationale: Interface documentation is a software/system engineering best practice that should not be
restricted to only key interfaces. However, because a key interface shares many of the properties of the
associated key architectural component(s), the documentation of a key interface must indicate how
these properties are addressed by the interface.

R13) Mandated Key Interfaces: The contractor shall use the following key interface: [ENTER THE
NAME OR DESCRIPTION OF THE KEY INTERFACE HERE].
Verification Method: Architecture Review
Rationale: It is sometimes appropriate for the government to mandate the use of specific interface(s) as
akey architectural constraint. For example, this may promote competition due to the existence of multi-
ple existing variants of a key component using the same interface(s).
Comment: Occasionally, it may be necessary to mandate the use of a specific interface as an architec-
tural constraint.

2.6.4 Model Open Interface Standards Requirements

R14) Open Interface Standards Identification: The contractor shall identify each key interface standard
(including those for data, control, status, and configuration) in the open system architecture.
Clarification: Interface standards with more limited scope (i.e., less “open’”) may be more appropriate
(e.g., for the needs of a small community of interest). Parts of the interface standard may be classified.
Verification Method: Architecture Review
Rationale: This greatly helps the verification process to ensure all key interfaces were identified and that
none of the identified interface standards was identified incorrectly. It also enables the reviewer to deter-
mine if the chosen interface standard is sufficiently open to achieve the intended benefits of OSA.
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R15)

R16)

R17)

R18)

2.6.5

R19)

R20)

Open Interface Standards Conformance: The contractor shall ensure that each key interface con-
forms to one or more appropriate open interface standards.

Clarification: As pointed out in the USAF OSA tutorial for program offices, a single interface often has
multiple levels of protocols and may therefore need to comply with multiple open interface standards at
these different levels. Different interfaces standards may have different methods of conformance or
compliance verification.

Verification Method: Architecture Review

Rationale: Asystem architecture is not open unless its key interfaces conform to appropriate open inter-
face standards.

Use of Closed Interface Standards: The contractor shall justify the use of any relatively closed inter-
face standards selected for any key interfaces and obtain program office concurrence prior to its use.
Verification Method: Architecture Review

Rationale: Occasionally, it is appropriate to use a less open interface. However, it is important to know
that this use of a less open interface standard is justified. The program office needs to understand the ra-
tionale and agree with any engineering trade-off made.

Open Interface Standards Documentation: The contractor shall document the open interface stand-
ards selected for each key interface including the rationale for their selection.

Clarification: There are often numerous choices as to what interface standard(s) to use. Sometimes,
there are reasons (e.g., performance or immaturity) why a less open interface standards should be se-
lected over the most open option.

Verification Method: Architecture Review

Rationale: Documentation is required to communicate the openness of the interface. Arationale may
justify the use of a specific interface standard and is especially important if a more-open standard was
not selected.

Mandated Open Interface Standard(s): The contractor shall use the following open interface stand-
ard(s): [ENTER THE NAME OR DESCRIPTION OF THE MANDATED OPEN INTERFACE
STANDARD HERE].

Clarification: Different interface standards are intended for different application domains. It is important
for the Government to understand an interface standard’s applicability before mandating it on the con-
tractor(s) as an architectural constraint.

Verification Method: Architecture Review

Rationale: It is sometimes appropriate for the government to mandate the use of specific open interface
standard(s) as a key architectural constraint. For example, this may support the reuse of an existing
component. Note however that this may not be appropriate because of engineering trade-offs with other
quality requirements such as performance, reliability, robustness, safety, and security. The PMand SE
must understand the standards being mandated and their ramifications.

Model Compliance Requirements

Syntax Conformance Testing: The contractor shall verify whether each key interface in the open sys-
tem architecture conforms to the syntax of the associated open interface standards.

Verification Method: Static analysis, conformance testing, or inspection

Rationale: This verification is needed to depend on the conformance of the key interface(s) to the asso-
ciated open interface standard(s).

Semantics Conformance Testing: The contractor shall verify whether each key interface in the open
system architecture conforms to the semantics of the associated open interface standards.
Verification Method: Conformance testing
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R21)

R22)

Rationale: This verification is needed to depend on the conformance of the key interface(s) to the asso-
ciated open interface standard(s).

Architecture Assessments: The contractor shall host one or more Government-witnessed technical
assessments of the architecture during which the contactor’s architects present the architecture and pro-
vide sufficient arguments and evidence to justify belief that the system architecture sufficiently supports
the architecturally-significant requirements including being adequately open.

Verification Method: Review

Rationale: It is important for the system and software architectures undergo a technical assessment to
ensure that they properly support meeting the architecturally-significant Government and contractor re-
quirements including the creation of an open system architecture. It is typically far more cost-effective
for the contractor architects to present the architecture and its support for architecturally-significant re-
quirements because they know what they did, why they did it, and where it is documented. The results
of this technical assessment can be presented at the relevant formal milestone reviews.

Formal Milestone Reviews: The contractor shall describe how they have addressed OSA during the
appropriate formal milestone reviews.

Verification Method: Review

Rationale: The formal milestone reviews are often at too high of a level of abstraction to go into all key
components, associated key interfaces, and associated open interface standards. It is a more efficient use
of milestone review time to summarize the architecture’s support for OSA and the results of the associ-
ated more in-depth technical architecture assessments.
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3 Related Topics

Even if you, or the contractor, follow all of the specific requirements derived from the OSA poli-
cies and guidelines, the resulting OSA does not guarantee that the Government will obtain all of
the intended benefits of OSA. In addition to the PO applying an open system approach, the PO
needs to specify additional architecture-related requirements that ensure the use of related good
system and software engineering best practices. The following are model system/software archi-
tecture requirements that should be added to the contract.

R23) Conformance to Component Standards: The contractor shall ensure that the system/software archi-
tecture is based on hardware and software components that conform to open component standards.
Clarification: This similar to the interfaces conforming to open interface standards. For example, does
the architecture incorporate a standard computing environment, operating system, middleware, and ap-
plication domain components?

Verification Method: Architecture review

Rationale: While the OSA emphasizes the use of open interface standards for key interfaces, OSA pol-
icyand guidance documents are relatively silent on open component standards for key architectural
components such as those that might be associated with governmental and industry reference architec-
tures. However, the identification of key components and their conformance to open component stand-
ards typically goes hand-in-hand with key interfaces and open interface standards.

R24) Layered Architecture: The contractor shall use a layered architecture in which components in lower
levels do not depend on components in higher levels.
Clarification: Modularity is typically a prerequisite for producing a layered architecture, but asystem
architecture can be modular without being layered. A layered architecture typically refers to software
layers that may or may not be executing on the same hardware. The term tier (as in a 2-tier or 3-tier sys-
tem) is often used instead of layer with referring to hardware “layers”.3
Verification Method: Architecture review
Rationale: The use of layered architectures is a software engineering best practice that supports the sep-
aration of concerns. It is widely used to provide platform independence.

R25) Platformand VVendor Independence: The contractor shall produce a system/software architecture that
is platform and vendor independent at key interfaces.
Verification Method: Architecture review
Rationale: The use of architectural techniques to make the system/software application independent of
the platform and associated vendor(s) supports the use of an OSA, the promotion of competition be-
tween contractors, and the ability to avoid vendor lock. The use of an architecture that incorporates plat-
form and vendor independence are system and software engineering best practices.

R26) Conformance to Reference Architecture: The contractor shall ensure that the system/software archi-
tecture conforms to the following product line or reference architecture:[ENTER NAME OF
PRODUCT LINE ARCHITECTURE OR REFERENCE ARCHITECTURE HERE].
Clarification: An example might be the Future Airborne Capability Environment (FACE).
Verification Method: Architecture review

3 The following analogies clarify these ideas and make them easier to read. It is important to avoid a spaghetti archi-
tecture in which components are connected haphazardly with low cohesion and high coupling. Generally prefer-
able is a combined ravioli (modular) and lasagna (layered) architecture.

CMU/SEI-2015-SR-028—RESTRICTED | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 17





CMU/SEI-2015-SR-028—RESTRICTED

R27)

Rationale: There are standard product line architectures or reference architectures that implement an
OSA that may be appropriate to mandate on the contractor.

Conformance to Data Standards: The contractor shall ensure that the system/software architecture
stores data in accordance with open data content and format standards.

Clarification: Preference should be given to Government-approved data standards. If a data standard
provides multiple data format options, the most commonly-used option should be used unless there is a
compelling engineering reason not to. Option selections and their rationale must be fully documented.
Verification Method: Architecture review

Rationale: When multiple components access the same data, storing that data in accordance with
widely-used content and format standards improves maintainability and interoperability. Competing
requirements (e.g., hard real-time performance requirements) and architectural constraints (e.g., com-
munication bandwidth) may preclude the use of certain verbose data formats (e.g., some based on
XML). Messages must either be mapped to a data model or schema or they must be completely de-
scribed in a fully specified message model format.
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4 Conclusion

This special report documents model (i.e., generic reusable) OSA requirements that USAF Pro-
gram Offices (POs) can mandate on contractors to create systems and software applications that
have an open system architecture. Most of these model OSA requirements are complete and can
be specified “as is”, whereas others are incomplete templates that require Government personnel
to enter program-specific missing information. It is expected that the PO will select and tailor
these requirements as appropriate to meet the specific needs of each program.

The use of the model OSA requirements documented in this special report has the following ex-
pected benefits:

o Decreased unnecessary inconsistencies between OSA requirements specified by the Govern-
ment

o Decreased ability of contractors to make grand and unjustified claims of having an open sys-
tem architecture

e Decreased likelihood that the contractor will misinterpret the meaning of the mandate to engi-
neer an OSA

o Increased likelihood of the engineering of an OSA

¢ Increased openness of the system and software architectures

e Increased likelihood that the OSA engineered will produce the benefits that should accrue due
to having an open system architecture

¢ Increased likelihood of conforming to DoD and USAF OSA-related policies
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