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	Record of Changes

	Version
	Effective Date
	Summary

	1.0
	20 Sep 2013
	Standard process approved by S&P Board on 19 Sep 2013.

	2.0
	17 Jul 2014
	Update to process metric (29 days reduced to 14 days)

	3.0
	18 Feb 2016
	Updated terminology, established new process metric, removal of WML as basis of new program identification, title change to ISD

	3.1
	1 Mar 2017
	Process reviewed and revalidated with minor administrative terminology updates

	3.2
	13 Mar 2018
	Process reviewed and revalidated with minor administrative changes and redefined definition of Intelligence Sensitivity to include Threat support.  Approved at 19 April 2018 S&P Board.


Intelligence Sensitivity Determination (ISD) Process
1.0 Description
1.1 The first step in providing intelligence support to a new acquisition program or effort (subsequently referenced as “effort”) is completion of an Intelligence Sensitivity Determination (ISD).  The ISD is completed through execution of multiple sub-processes including discovery, conducting the Intelligence Sensitivity Survey (ISS), completion of the Intelligence Sensitivity Tiering Matrix (ISTM), and ending with coordination and approval of the final ISD Memorandum for Record (MFR).  
1.2 The ISD process begins with the local intelligence division’s “discovery” of a new work effort.  The Program Manager is responsible for notifying the supporting intelligence office of a new work effort, project, or program that needs to be assessed for intelligence dependencies.  Approved workload is usually identified on one of several acquisition master listings (i.e. the AFLCMC Workload Master List (WML), the Acquisition Master List (AML), the Investment Master List (IML), or the Office of the Director, Operational Test and Evaluation (DOT&E) Oversight List); listing in the Project Management Resource Tools (PMRT) Data Access Program Reporting (DAPR) Tool, or  the PMRT Resource Identification Tool (RIT) (AFLCMC new work approval process).  Initiation of the ISD process relies heavily on the communication between Program Managers and the supporting intelligence division to identify efforts requiring an ISD and regular review of the various acquisition master lists for insight into new work efforts.  However, the ISD process can be initiated or stopped at any point in a program’s lifecycle depending on discovery and/or the results of the assessment.  The Air Force Acquisition Intelligence Guidebook provides detailed content on how to conduct ISDs.  
1.3 Once an effort is discovered the next step in the process is the ISS; which is a top-level, first-look used to determine if an effort is intelligence sensitive.  Intelligence sensitive programs or efforts are defined as those that at any point in their life-cycle (1) produce, consume, process, or handle intelligence information, (2) require Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel or Facility (DOTMLPF) or Planning and Direction, Collection, Processing and Exploitation, Analysis and Production, and Dissemination (PCPAD) intelligence support, and/or (3) require threat support to make programmatic decisions.  
1.4 Once an effort has been identified as Intelligence Sensitive through the ISS sub-process, the ISTM is completed to prioritize which programs the Senior Intelligence Officer (SIO) will support based on the availability of resources.  Prioritization considers the cost, schedule, and performance impact to the program if acquisition intelligence support is not provided.  The final deliverable of these processes is the ISD MFR, which identifies whether the program is intelligence sensitive, lists known intelligence dependencies and potential Intelligence Mission Data (IMD) needs, and identifies who the supporting intelligence office will be.
2.0 Purpose 
2.1 Intelligence integration in support of Air Force and Joint systems development has never been more important or challenging than it is in today’s environment.  When intelligence is not fully integrated into the acquisition lifecycle processes, the results often include scheduling delays, costly work-arounds, and unplanned adjustments to Operations & Maintenance and Pre-Planned Product Improvements (P3I).  
2.2 System of Systems and information fusion trends are driving greater program dependency on intelligence requirements.  Repeated lessons learned indicate that when intelligence requirements are not integrated early, programs will encounter challenging, if not prohibitive, costs related to incorporating intelligence data later in the lifecycle.

2.3 The desired effect of the intelligence function as a whole is to provide qualitative and quantitative improvements in performance and capability and to reduce acquisition time and cost.
3.0 Entry/Exit Criteria and Inputs/Outputs
3.1 Entry Criteria.  Each Intelligence Division’s SIO (including the 21 IS/CC) is responsible for identification of new work efforts that fall within their supported portfolio.  Discovery of a new work effort could occur through one of the following methods:
3.1.1 Notification by the Program Manager or PEO/SPM/SPO

3.1.2 Discovery of new work effort on an acquisition master listing (i.e. WML, AML, IML, DOT& Oversight List).

3.1.3 Approval of a new work effort through the AFLCMC PMRT/RIT new work approval process.

3.1.4 MAJCOM requested activity, program, or project.
3.1.5 Discovery of new work effort through the formal/informal coordination process of Joint Capabilities Integration and Development System (JCIDS) requirements documentation such as the Capabilities Based Analysis, Analysis of Alternatives (AoA) Study Plan, the Initial Capabilities Document (ICD), the Capabilities Development Document (CDD), or the Capabilities Production Document (CPD).
3.1.6 Discovery of existing efforts which have not previously had ISD accomplished.
3.1.7 Sustainment modification effort (1067) which transitions into a new program of record.

3.2 Exit Criteria
3.2.1 Publication of the ISD MFR.
3.3 Inputs
3.3.1 Program documentation, acquisition master listings, and Division level portfolios.
3.3.2 ICD, CDD, CPD, 1067, AoA, Transition Support Plan (TSP), Staffing Actions with regard to programs.

3.3.3 Operational Plan (OPLAN), Operational Requirements Document (ORD), Concept of Operations (CONOPS), Acquisition Strategy Panel (ASP), Capabilities-Based Assessment (CBA), Studies, DOTMLPF-P studies.
3.3.4 Analysis, Joint Capabilities Technology Demonstration (JCTD), JUON, Joint Emergent Operational Needs (JEON), QRCs, Roadmaps.
3.3.5 National Intelligence Program (NIP), General Defense Intelligence Program (GDIP).
3.3.6 Other program specific data needed to make ISD.
3.4 Outputs
3.4.1 Intelligence Sensitivity Determination MFR to PM.

3.4.1.1 Informs PM on intelligence sensitivity prioritization of effort.
3.4.1.2 Provides initial assessment of required documentation to ensure program intelligence requirements are addressed and gaps are identified and mitigation plans are incorporated into the Acquisition Strategy as appropriate.  
3.4.1.3 May drive requirement for initiation of Intelligence Supportability Analysis (ISA) by the Acquisition Intelligence Analyst (AIA) based on the SIO’s final prioritization level of program.
3.4.1.4 Provide Bullet Point Paper on general intelligence support to PM outside of acquisition intelligence arena (e.g. current intelligence and threat briefings, Force Protection, Special Security Office (SSO) support).

4.0  Process Workflow and Activities 

4.1  Suppliers, Inputs, Process, Outputs & Customer (SIPOC), Table 1.

Table 1. SIPOC 
	Suppliers
	Input
	Process
	Output
	Customers

	Providers of the required resources
	Resources required to execute process
	Description of activity
	Deliverables from the process
	Anyone who receives outputs of process

	Program managers/project leads and SIO/Intel Division
	New Acquisition program/effort notification and  documentation
	Determine Intelligence Sensitivity
	Intelligence Sensitivity Determination MFR
	Program managers/project leads and SIO/Intel Division

	SIO/Intel Division
	Intelligence Sensitivity Determination and Program/effort documentation
	Prioritize Intelligence Sensitivity
	Intelligence Sensitivity Determination MFR and Intelligence Sensitivity Prioritization (documentation to proceed to Intel Supportability Analysis if intelligence sensitive)
	Program Managers or Project Lead


4.2 Process Flowchart. The process flowchart below, Figure 1, represents the ISD process.  The activities are further defined in Para 4.3.

4.3 Work Breakdown Structure (WBS). The below WBS, Table 2, provides additional detail for the activity boxes in the above flowchart. The MS Excel version of this WBS with more detail is at Attachment 1.
4.4 Work Guidance Package

4.4.1 Acquisition Intelligence Guidebook

https://org2.eis.af.mil/sites/21783/IN_Document_Library/Acquisition/Final%20AFMC%20AIG%20V2.0%20-%201%20Aug%202012.pdf
4.4.2 AFLCMC/IN Toolset

https://intelshare.intelink.sgov.gov/sites/acqintel/default.apsx (SIPRNet)
Figure 1. ISS Process Flowchart
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Table 2. ISD WBS
	Level
	WBS
	Activity
	Description
	OPR
	Duration (Work Days)

	1
	1.0
	Intelligence Sensitivity Survey (ISS)
	
	
	14

	2
	1.1
	Provide Notification & Reference 
Material; Review Reference Material
	
	
	4

	3
	1.1.1
	Notification of New Programs/Efforts 
	Program office notifies cognizant Intelligence Division of new program/effort
	PM
	

	3
	1.1.2
	Gather reference materials
	Gather and request documents such as ICD, JCIDS documents, UONs, JUONs, QRCs, 1067, AML, etc…  program/effort descriptions are mandatory
	PM
	

	3
	1.1.3
	Review reference materials
	AIA reviews documents independently and/or interviews program manager (PM), project lead or engineer (s).
	AIA
	

	2
	1.2
	Make Intelligence Sensitivity 
Determination
	AIA and/or PM will answer three essential questions on the ISS to determine whether the program is intelligence sensitive or non-intelligence sensitive.  One yes answer makes the program/effort intelligence sensitive.  However, all three questions must be answered to help determine intelligence sensitivity prioritization.  No to all three questions means a non-intelligence sensitive determination.
	AIA
	1

	3
	1.2.1
	Does this program/project 
require access to data produced by the Intelligence Community

	IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  
	AIA
	

	3
	1.2.2
	Will this program/project require data to flow from the Intelligence 
Community to support sustainment?
	IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  
	AIA
	

	3
	1.2.3
	Will this program/project produce data that will flow to the Intelligence Community for processing, exploitation, and dissemination (PED) during sustainment?  
	IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  
	AIA
	

	2
	1.3
	Non-Intelligence Sensitive Determination
	
	
	1

	3
	1.3.1
	Notify the PM of Non-Intelligence Sensitive Determination
	The SIO will inform the PM via e-mail or MFR about the AIA's 
determination. If the program/effort was found to be non-Intel 
sensitive, the AIA will stop the remaining ISS process.  Analyst 
will continue to provide general intelligence support which 
includes CIBs, cyber threat updates, or force protection issues.  
Revisit with new increments, upgrades or mods.  Intelligence sensitivity of the program should be revisited each time there 
is a major change to the effort, including modifications/upgrades, if there is a change in the threat environment or intelligence infrastructure throughout the operational life of the effort, or if additional resources allow for expanded support.  AFI 14-111 1.7.8. Step 8: Revalidate Deficiency Documentation. Revalidation of deficiencies is performed by the MAJCOMs within ISWGs. Each documented deficiency contains a significant amount of perishable information. The solutions and action items associated with them must be revalidated annually.
	SIO
	

	3
	1.3.2
	Accept SIO's Non-Intelligence 
Sensitive determination.  
	The AIA will provide general intelligence support which includes CIBs, cyber threat updates and force protection support.   This completes the ISD process if non-intel sensitive.
	PM
	

	3
	1.3.3
	Reject SIO's  Non-Intelligence Sensitive determination and 
provide additional documentation for consideration 
	If the PM/project lead believes his/her program/effort is intelligence sensitive, he/she must provide additional documentation for consideration.   With additional 
documentations, the AIA will repeat 1.1.3 to 1.2.3.  If yes to 
either 1.2.1, 1.2.2 or 1.2.3, the program/effort will be considered intelligence sensitive and the ISS process continues.  If determination remains non-intelligence sensitive, the PM/project lead is notified and the ISS process is complete. 
	PM
	

	2
	1.4
	Complete remaining ISS Questions
	AIA and/or PM will look at Intelligence Processes for R&D, 
Operations or Sustainment.  Identify data outputs/inputs for 
the specific program/research project but also consider long 
lead items that may be required to support full scale 
development, operations, or sustainment of ISR or Non 
Traditional ISR (NTISR) programs/Efforts.  AIA and/or PM will 
look at other intelligence considerations for R&D, Operations or Sustainment, Intelligence Oversight and security considerations.  
	PM
	1

	2
	1.5
	Intelligence Sensitivity Tier 
Determination
	
	
	2

	3
	1.5.1
	Complete Intelligence Sensitivity 
Tier Matrix (ISTM)
	AIA will determine intelligence sensitivity of specific program 
by assigning high, medium or low points to criteria located on 
the Intelligence Sensitivity Tier Matrix.  Results of the matrix 
will determine the priority of intelligence support to specific 
programs/Efforts.   
	AIA
	

	3
	1.5.2
	Prepare initial Intelligence Sensitivity Determination  (ISD) 
MFR.
	The AIA will assess and assign an intelligence sensitivity rating to the effort based on the results of the ISTM and draft the ISD MFR.  The MFR will indicate the intelligence sensitivity rating and specific emphasis areas of support required to assist the PM and project leads to control and mitigate intelligence related risks.
	AIA
	

	3
	1.5.3
	Approve Initial ISD MFR 
	The initial or draft Intelligence sensitivity determination will be
reviewed by the SIO.  The SIO will work with the AIA to discuss and adjust the prioritization if required.  Once the prioritization is finalized the draft ISD MFR will be sent to the PM for coord.
	SIO
	

	3
	1.5.4
	Acknowledge the Initial ISD MFR
	PMs will review the Initial ISD.   If PM does not agree with the ISD, the PM will work with the SIO to adjust prioritization, 
by providing additional documentation. 
	PM
	

	2
	1.6
	Final Adjudication of ISD
	The SIO will make the final adjudication of ISD, sign the ISD MFR, and send a file copy of the final ISD MFR to the PM.
	SIO
	5

	2
	1.7
	Acknowledge final ISD MFR and
initiate the Intelligence Supportability Analysis (ISA) Standard Process
	Based on the Intelligence sensitivity determination,  the PM 
will initiate the ISA process using the AIA for support.  The PMs 
have the responsibility to identify and document intelligence 
requirements.  However, PMs should collaborate with the SIO 
and the supporting acquisition intelligence analyst(s) to 
document decomposition efforts. HAF, MAJCOMs, and other acquisition, test, and operational communities can provide additional support.   
	SIO
	


5.0  Process measurement
5.1 Process Results
5.1.1 The process is measured by the number of ISDs completed by the local intelligence division as compared to the overall number of programs tracked in their portfolio.  The goal is to maintain a 95% ISD completion rate.  Eighty percent (80%) and below is the minimum threshold for reporting ISD completion rate.
5.2 Process Evaluation
5.2.1 Data will be collected as programs are added and deleted on the Intelligence Directorate ISA Dashboard based on a program/effort inclusion or deletion on one of the acquisition master program listings (i.e. AML, WML, IML, DOT&E Oversight List).  Statistics are compiled quarterly (January, April, July, and October).  If at any time the % ISD completion rate drops below the 80% threshold metrics will be reported up the chain of command through the center corporate structure.  Tracking and reporting will continue until the completion rate rises above the 80% threshold for two consecutive quarters.   
5.2.2 Acquisition intelligence analysts (AIAs) will provide monthly updates/ metrics on the AFLCMC/IN ISA Dashboard (located in the GLADIATOR tool on SIPRNET).
6.0 Roles and Responsibilities
6.1 Process Owner AFLCMC/IN
6.1.1 Maintains and coordinates any changes to this process.
6.1.2 Leads and/or assigns personnel to work on any process improvement.
6.1.3 Secures approval for changes to this process via Standards and Process Board.

6.2 Program Managers (PMs)
6.2.1 Ensure new/changing efforts are appropriately identified to the supporting Acquisition Intelligence Division (i.e. AFLCMC/IN*/21st Intelligence Squadron) for completion of the ISD.
6.2.2 Provides programs/efforts reference material for review.
6.2.3 Schedules meetings with AIA to determine program intelligence sensitivity.
6.2.4 Complete ISS in consultation with AIA.
6.2.5 Provides additional documents for review when there are non-concurrences with SIOs.
6.2.6 Acknowledge ISD.
6.3 Senior Intelligence Officers (SIOs)
6.3.1 Makes final adjudication of ISD. 
6.3.2 Approves and signs the ISD MFR. 
6.3.3 Coordinates with AIA, initiate ISA as applicable.

6.4 Acquisition Intelligence Analyst (AIAs)
6.4.1 Complete requisite Acquisition Intelligence certification.
6.4.2 Review reference material of programs/efforts. 
6.4.3 Ensure the three intelligence sensitive questions are answered.
6.4.4 Make initial intelligence sensitivity determination.
6.4.5 Complete intelligence sensitivity Tier Matrix (ISTM).
6.4.6 Prepare initial ISD MFR for SIO approval.
6.4.7 Initiate ISA as applicable.
7.0 Tools
7.1 AFLCMC/IN SharePoint (SIPRNet)
https://intelshare.intelink.sgov.gov/sites/acqintel/default.apsx 
7.2
AFMC/A5 SharePoint (SIPRNet) – List Requirement Documents for Programs meeting Air Force and DoD review boards.

https: //intelshare.intelink.sgov.gov/sites/afmc_requirements/AF_Requirements_Docs/Forms/AllItems.aspx

8.0 Training
8.1 AFLCMC/IN Directorate Training Plan
8.2 AFLCMC/IN Acquisition Intelligence Formal Training Unit (IFTU) (Mandatory for SIOs and AIAs)
8.3 ACQ 101  http://icatalog.dau.mil/onlinecatalog/courses.aspx?crs_id=2 (Mandatory for SIOs and AIAs) 
8.4 SYS 031  https://www.atrrs.army.mil/channels/afitnow/   (Mandatory for SIOs and AIAs)

8.5 CLR 101  http://icatalog.dau.mil/onlinecatalog/courses.aspx?crs_id=1890  (Mandatory for SIOs and AIAs)
8.6 RQM 110  http://icatalog.dau.mil/onlinecatalog/courses.aspx?crs_id=485  (Mandatory for SIOs and AIAs)
9.0 Definitions, Guiding Principles, Ground Rules & Assumptions, and/or Acronyms
9.1 Definitions 

Acquisition Intelligence Analyst (AIA): Intelligence personnel who provide acquisition intelligence support to intelligence sensitive AFMC managed programs and systems.  This support is provided to programs and systems throughout the lifecycle.

Intelligence Community (IC): The federation of executive branch agencies and organizations that conduct foreign and/or counter-intelligence activities necessary for conduct of foreign relations and protection of national security. IC members include the Service intelligence organizations (NGIC, ONI, NASIC, MCIA, and Service intelligence staff/support units), NSA, CIA, FBI, DIA (including MSIC and AFMIC), NRO, and NGA, as well as the intelligence components of the US Coast Guard, Department of Energy, Department of Homeland Security, Department of State, Department of Commerce, and Department of Treasury.
Intelligence Sensitive:  An assessment of programs or efforts that at any point in their life-cycle (1) produce, consume, process, or handle intelligence information, (2) require Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel or Facility (DOTMLPF) or Planning and Direction, Collection, Processing and Exploitation, Analysis and Production, and Dissemination (PCPAD) intelligence support, and/or (3) require threat support to make programmatic decisions.
Planning and direction, Collection, Processing and exploitation, Analysis and production, and Dissemination (PCPAD) Process:

Planning and direction: In intelligence usage, the determination of intelligence requirements, development of appropriate intelligence architecture, preparation of a collection plan, and issuance of orders and requests to information collection agencies. (JP 2-01)
Collection: In intelligence usage, the acquisition of information and the provision of this information to processing elements. (JP 2-01)
Processing and exploitation: In intelligence usage, the conversion of collected information into forms suitable to the production of intelligence.

Analysis and production: In intelligence usage, the conversion of processed information into intelligence through the integration, evaluation, analysis, and interpretation of all source data and the preparation of intelligence products in of known or anticipated user requirements. (JP 2-01)
Dissemination and integration: In intelligence usage, the delivery of intelligence to users in a suitable form and the application of the intelligence to appropriate missions, tasks, and functions. (JP 2-01) 

Intelligence Support Category Descriptions (per JCIDS Manual, 12 Feb 2015):

Intelligence Manpower Support:  This category should be addressed if the capability solution will require intelligence personnel for development, testing, training, and/or operational employment.

Intelligence Resource Support:  This category should be addressed if the capability solution or supporting efforts will require, or depend upon, intelligence funding.
Intelligence Planning and Operations Support: This category includes support requirements related to the six interrelated categories of the Joint Intelligence (PCPAD) Process, and support requirements from the various intelligence disciplines.

Targeting Support:  Targeting is the process of selecting and prioritizing targets and matching the appropriate response to them, considering the commander’s guidance and objectives, planning requirements at all warfare levels, and operational requirements and capabilities.  
Intelligence Mission Data Support:  DoD intelligence used for programming platform mission systems, including but not limited to, the functional areas of:

· Geospatial Intelligence (GEOINT)

· Characteristics and Performance (C&P)

· Signatures

· Order of Battle (OOB) 
· Electronic Warfare Integrated Reprogramming (EWIR) 

Warning Support: This category addresses information that enables

the capability solution to remain scientifically and technologically superior

relative to developing or projected adversary capabilities.

Space Intelligence Support:  Refers to requirements for space-based

capability solutions; other capability solutions relying upon space-derived

capabilities; and, platforms that perform space control or space support.

Counter-Intelligence Support:  Refers to the process of gathering information on, and activities conducted to counter, adversary or other collection activities directed against U.S./allied forces, other intelligence activities, sabotage or terrorism conducted by, or on behalf of, foreign governments, foreign organizations, foreign persons or international terrorist entities.

Intelligence Training Support:  Capability solutions that may require intelligence personnel to provide specialized training to support part or all of a given capability solution’s life cycle.
9.2 Ground Rules and Assumptions
9.2.1 PMs are partnering with AIAs in local SIO’s office for advice and counsel on how to conduct ISSs IAW with broad guidance contained in AFI 63-101/20-101, para 4.22 and AFI 14-111, para 2.7.
9.2.2 PM, single manager, product director, technology director, team leader, or initiative lead are working closely with center SIO or their designated representatives to identify intelligence requirements as required in AFI 63-101/20-101, para 4.22 and AFI 14-111, para 2.7.   
9.2.3 Upon discovery of new effort, PMs and AIA mutually agree that ISD is required as the first step in the process to comply with AFI 63-101/20-101, para 4.22 requirements for providing Intelligence Supportability. 
9.3 Acronyms

ACAT
 
Acquisition Category

AFISRA
 
Air Force Intelligence, Surveillance and Reconnaissance Agency

AFI 

Air Force Instruction

AFMC 

Air Force Materiel Command

AFLCMC
Air Force Life Cycle Management Center
AFRL 

Air Force Research Laboratory

AIA

Acquisition intelligence analysts
AoA

Analysis of Alternatives

CBA

Capabilities-Based Assessment

CDD 

Capability Development Document

CONOPS
Concept of Operations

CP&A 

Capabilities, Planning and Analysis

CPA 

Cross Program Analysis

CPD 

Capability Production Document

DOTMLPF 
Doctrine, Organization, Training, Materiel, Leadership, Personnel, Facilities

GDIP

General Defense Intelligence Program

IC 

Intelligence Community

ICD

Initial Capabilities Document

IFTU 

Intelligence Formal Training Unit

IPT

Integrated Product Team

IS

Intelligence Squadron

ISA 

Intelligence Supportability Analysis

ISD

Intelligence Sensitive Determination

ISP 

Intelligence Sensitivity Prioritization 

ISS 

Intelligence Sensitivity Survey

ISTM

Intelligence Sensitivity Tier Matrix

JEON

Joint Emergent Operational Need

JCTD

Joint Capability Technology Demonstration

JUON

Joint Urgent Operational Need

MAJCOM 
Major Command
MWL

Master Workload List
MFR 

Memorandum For Record

MIP 

Military Intelligence Program

MTT

Mobile Training Team 

NIP 

National Intelligence Program

OPLAN

Operational Plan

ORD

Operational Requirement Plan

PCPAD 
Planning and Direction, Collection, Processing and Exploitation, Analysis and Dissemination 

PEO

Program Executive Officer

PM 

Program Manager

QRC

Quick Reaction Capability

SIO

Senior Intelligence Officer

SRM 

Strategic Resource Management

TSP

Transition Support Plan
10.0 References to Law, Policy, Instructions or Guidance
AFI 10-601 

Operational Capability Requirements Development
AFI 14-111 

Intelligence Support to the Acquisition Life-Cycle
AFI 14-111_ AFMC Sup   Intelligence Support to the Acquisition Life-Cycle

AFI 63-101/20-101 

Integrated Life Cycle Management
AFI 99-103 

Capabilities-Based Test and Evaluation (Chapter 4.11, 5.14)
AFI 99-114 

Foreign Materiel Program (on SIPR)
AFPAM 63-128

Integrated Life Cycle Managementt
AIG
Air Force Acquisition Intelligence Guidebook V2.0
CJCSI 3170


JCIDS Manual
CJCSI 3170.011 

Joint Capabilities Integration and Development System


Clinger-Cohen Act  
Summary
DAG 

Defense Acquisition Guidebook
DoDI 8330.01 

Interoperability of Information Technology (IT), Including   National Security Systems (NSS)
DoDI 5000.02 

Operation of the Defense Acquisition System
DoDI 5200.39 

Critical Program Information (CPI) Identification and Protection            

                                       Within RDT&E

DoDD 5250.01
Management of Intelligence Mission Data (IMD) in DoD Acquisition
Attachment 1: MS Excel version of WBS
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WBS 

		Work Breakdown Structure

		Process Name: ISS WBS																Last  Updated:		13-Sep-13

		Process Owner: AFLCMC/IN

		Level		WBS		Activity		Description		OPR		Duration		Supplier		Input		Output		Customer		Tool(s)		Ref or Guidance

		1		1.0		 Intelligence Sensitivity Survey (ISS)						29 days												link to guidance related to this step such as AFI

		2		1.1		Provide Notification & Reference Material; Review Reference Material						11

		3		1.1.1		Notification of New Programs/Efforts 		Program office notifies cognizant Intelligence Division of new program/effort .		PM				Program managers or project leads.  Intelligence Divisions provide acquisition intelligence analysts (AIA).		ICD, AOA, or other JCIDS documents, TSP,  Staffing Actions about programs, OPLANs, ORDs, CONPLANs,  Acquisition Strategy Plans (ASPs), Capabilities-Based Assessments (CBAs) and Other Studies, DOTmLPF-P Analysis, Joint Capability Technology Demonstrations (JCTDs), Joint Urgent Operational Need (JUON) and
Joint Emergent Operational Need (JEON) solutions, and other experiments, QRCs, 1067, AML, Roadmaps, NIP or GDIP funding, etc..		Written or verbal notification or discovery		SIO/Intel Division		Acquisition Intelligence Guidebook V2.0		AFI 10-601, AFI 10-604, AFI 14-111, AFI 63-101, CJCSI 3312.01A, CJCSI 3170G, DAG, JCS J-8 CBA User's Guide, AFPD 10-6, AFI 99-103, DODI 5000-02, DODI 4630.8, AFPAM 63-128, DoDD 5250.01, Acquisition Intelligence Guidebook V2.0

		3		1.1.2		Gather reference materials		Gather and request documents such as ICD, JCIDS documents, UONs, JUONs, QRCs, 1067, AML, etc…  program/effort descriptions are mandatory		PM				AIA and PM		program/effort documentation		Sufficient data to make Intel Sensitivity Determination		SIO/Intel Division		Acquisition Intelligence Guidebook V2.0		AFI 10-601, AFI 10-604, AFI 14-111, AFI 63-101, CJCSI 3312.01A, CJCSI 3170G, DAG, JCS J-8 CBA User's Guide, AFPD 10-6, AFI 99-103, DODI 5000-02, DODI 4630.8, AFPAM 63-128, DoDD 5250.01, Acquisition Intelligence Guidebook V2.0

		3		1.1.3		Review reference materials		AIA reviews documents independently and/or interviews program manager (PM), project lead or engineer (s).		PM 				AIA and PM		program/effort documentation		Answers needed to make an Intelligence Sensitive determination		PM		Acquisition Intelligence Guidebook V2.0		AFI 10-601, AFI 10-604, AFI 14-111, AFI 63-101, CJCSI 3312.01A, CJCSI 3170G, DAG, JCS J-8 CBA User's Guide, AFPD 10-6, AFI 99-103, DODI 5000-02, DODI 4630.8, AFPAM 63-128, DoDD 5250.01, Acquisition Intelligence Guidebook V2.0

		2		1.2		Make Intelligence Sensitivity Determination		AIA and/or PM will answer three essential questions on the ISS to determine whether the program is intelligence sensitive or non-intelligence sensitive.  One yes answer makes the program/effort intelligence sensitive.  However, all three questions must be answered to help determine intelligence sensitivity.  No to all three questions means a non-intelligence sensitive determination.				1 Day												AFI 14-111 and Acquisition Intelligence Guidebook

		3		1.2.1		Does this program/project require access to data produced by the Intelligence Community? 		IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  		AIA				AIA and PM		program/effort documentation		Intelligence Sensitive Question (Y\N) 		PM		Acquisition Intelligence Guidebook V2.0		AFI 14-111 and Acquisition Intelligence Guidebook

		3		1.2.2		Will this program/project require data to flow from the Intelligence Community to support sustainment? 		IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  		AIA				AIA and PM		program/effort documentation		Intelligence Sensitive Question (Y\N) 		PM		Acquisition Intelligence Guidebook V2.0		AFI 14-111 and Acquisition Intelligence Guidebook

		3		1.2.3		Will this program/project produce data that will flow to the Intelligence Community for processing, exploitation and dissemination (PED) during sustainment?     		IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  		AIA				AIA, PM		program/effort documentation		Intelligence Sensitive Question (Y\N) 		PM		Acquisition Intelligence Guidebook V2.0		AFI 14-111 and Acquisition Intelligence Guidebook

		2		1.3		Non-Intelligence Sensitive Determination						15 day

		3		1.3.1		Notify the PM of Non-Intelligence Sensitive determination 		The SIO will inform the PM via e-mail or MFR about the AIA's determination. If the program/effort was found to be non-Intel sensitive, the AIA will stop the remaining ISS process.  Analyst will continue to provide general intelligence support which includes CIBs, cyber threat updates or force protection issues.  Revisit with new increments, upgrades or mods.  Intelligence sensitivity of the program should be revisited each time there is a major change to the effort, including modifications/upgrades, if there is a change in the threat environment or intelligence infrastructure throughout the operational life of the effort, or if additional resources allow for expanded support.  AFI 14-111 1.7.8. Step 8: Revalidate Deficiency Documentation. Revalidation of deficiencies is performed by the
MAJCOMs within ISWGs. Each documented deficiency contains a significant amount of perishable
information. The solutions, and action items associated with them must be revalidated annually.		SIO				SIO, AIA		program/effort documentation		Non-Intelligence Sensitive Determination  MFR		PM		Acquisition Intelligence Guidebook V2.0		AFI 14-111 and Acquisition Intelligence Guidebook

		3		1.3.2		Accept SIO's Non-Intelligence Sensitive determination.  		The AIA will provide general intelligence support which includes CIBs, cyber threat updates and force protection support.   This completes the ISS process if non-intel sensitive		PM				PM		program/effort documentation		Concurrence on E-mail or MFR		AIA, SIO		Acquisition Intelligence Guidebook V2.0		AFI 14-111 and Acquisition Intelligence Guidebook

		3		1.3.3		Reject SIO's  Non-Intelligence Sensitive determination and provide additional documentation for consideration 		If the PM/project lead believes his/her program/effort is intelligence sensitive, he/she must provide additional documentation for consideration.   With additional documentations, the AIA will repeat 1.1.3 to 1.2.3.  If yes to any either 1.2.1, 1.2.2 or 1.2.3, the program/effort  will be considered intelligence sensitive and the ISS process continues.  If determination remains non-intelligence sensitive, the PM/project lead is notified and the ISS process is complete.		PM				PM		program/effort documentation		Non concurrence on E-mail or MFR		AIA, SIO		Acquisition Intelligence Guidebook V2.0		AFI 14-111 and Acquisition Intelligence Guidebook

		2		1.4		Complete Remaining ISS Questions		AIA and/or PM will look at Intelligence Processes for R&D, Operations or Sustainment.  Identify data outputs/inputs for the specific program/research project but also consider long lead items that may be required to support full scale development, operations, or sustainment of ISR or Non Traditional ISR (NTISR) programs/Efforts.  AIA and/or PM will look at other intelligence considerations for R&D, Operations or Sustainment, Intelligence Oversight and security considerations.		AIA		1 Day		AIA and PM		program/effort documentation		Completed ISS		PM		Acquisition Intelligence Guidebook V2.0		According to the AFI 14-111, “The first step in the acquisition intelligence process is determination of intelligence sensitivity of the program by the implementing command A2 or delegate.” Programs are considered to be intelligence-sensitive if they require intelligence data during development or to perform their mission, require the direct support of intelligence personnel, or influence intelligence data at any point in the PCPAD cycle.  

		2		1.5		Intelligence Sensitivity Tier Determination						9 days

		3		1.5.1		Complete Intelligence Sensitivity Tier Matrix (ISTM)		AIA will determine intelligence sensitivity of specific program by assigning high, medium or low points to criteria located on the Intelligence Sensitivity Tier Matrix.  Results of the matrix will determine the priority of intelligence support to specific programs/Efforts.   		AIA				AIA and PM		program/effort documentation		Completed Intelligence Sensitivity Tier Matrix		PM, AIA		Acquisition Intelligence Guidebook V2.0		IAW AFI 63-101 and AFI 14-111.

		3		1.5.2		Prepare Initial Intelligence Sensitivity Prioritization (ISP) MFR.		AIA will assess intelligence sensitivity assigned by the supporting Intel Div.  MFR will indicate Intelligence sensitivity rating, specific emphasis areas of support that assist the PMs and project lead to control intelligence related risk.

		AIA				AIA and PM		program/effort documentation, completed Intelligence Sensitivity Tier Matrix		Initial Intelligence Sensitivity Assessment MFR.		PM		Acquisition Intelligence Guidebook V2.0		IAW AFI 63-101 and AFI 14-111.

		3		1.5.3		Approve Initial Intelligence Sensitivity Assessment MFR 		Intelligence sensitivity prioritization will be reviewed by the SIO for approval.  The SIO will work the will the AIA to adjust periodization, if required.  Once the SIO finalize periodization, an ISP MFR is sent to notify the PM.  		SIO				AIA and PM		program/effort documentation		Initial Intelligence Sensitivity Assessment MFR		PM		Acquisition Intelligence Guidebook V2.0		IAW AFI 63-101 and AFI 14-111.

		3		1.5.4		Acknowledge the Initial ISD MFR		PMs will review the AIA Initial ISP.   If PM does not agree with the ISP, the PM will work with the SIO to adjust periodization, by providing additional documentation. 		PM				AIA and PM		program/effort documentations		Initial Intelligence Sensitivity Assessment MFR. Completed		PM		Acquisition Intelligence Guidebook V2.0		AFI 63-101  and AFI 14-111 

		2		1.6		Final Adjudication of ISD		The SIO will make the final adjudication of ISP and the ISD is complete.		SIO		3 Day		AIA and PM		program/effort documentations for reconsideration		Final adjudication on E-mail or MFR		PM		Acquisition Intelligence Guidebook V2.0		IAW AFI 63-101 and AFI 14-111.

		2		1.7		Send ISD to PM to initiate ISA and send to supporting AIA		Based on Initial Intelligence sensitivity determination,  the PM will initiate the ISA process using the AIA for support.  The PMs have the responsibility to identify and document intelligence requirements.  However, PMs should collaborate with the SIO and the supporting acquisition intelligence analyst(s) to document decomposition efforts. HAF, Air Force ISR Agency (AFISRA), MAJCOMs, and other acquisition, test, and operational communities can provide additional support.   		SIO		4 Days		AIA and PM		program/effort documentation		ISA initiation 		PM		Acquisition Intelligence Guidebook V2.0		IAW AFI 63-101 and AFI 14-111.
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WBS  (Excerpt)

		Level		WBS		Activity		Description		OPR		Duration (Work Days)

		1		1.0		 Intelligence Sensitivity Survey (ISS)						29

		2		1.1		Provide Notification & Reference Material; Review Reference Material						11

		3		1.1.1		Notification of New Programs/Efforts		Program office notifies cognizant Intelligence Division of new program/effort .		PM

		3		1.1.2		Gather reference materials		Gather and request documents such as ICD, JCIDS documents, UONs, JUONs, QRCs, 1067, AML, etc…  program/effort descriptions are mandatory		PM

		3		1.1.3		Review reference materials		AIA reviews documents independently and/or interviews program manager (PM), project lead or engineer (s).		AIA

		2		1.2		Make Intelligence Sensitivity Determination		AIA and/or PM will answer three essential questions on the ISS to determine whether the program is intelligence sensitive or non-intelligence sensitive.  One yes answer makes the program/effort intelligence sensitive.  However, all three questions must be answered to help determine intelligence sensitivity prioritization.  No to all three questions means a non-intelligence sensitive determination.		AIA		1

		3		1.2.1		Does this program/project require access to data produced by the Intelligence Community? 		IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  		AIA

		3		1.2.2		Will this program/project require data to flow from the Intelligence Community to support sustainment? 		IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  		AIA

		3		1.2.3		Will this program/project produce data that will flow to the Intelligence Community for processing, exploitation and dissemination (PED) during sustainment?     		IAW AFI 14-111, this question addresses one or more intelligence sensitive indicators - “Intelligence-sensitive efforts/programs include those programs that produce, consume, process, or handle intelligence data.”  		AIA

		2		1.3		Non-Intelligence Sensitive Determination						1

		3		1.3.1		Notify the PM of Non-Intelligence Sensitive determination 		The SIO will inform the PM via e-mail or MFR about the AIA's 
determination. If the program/effort was found to be non-Intel 
sensitive, the AIA will stop the remaining ISS process.  Analyst 
will continue to provide general intelligence support which 
includes CIBs, cyber threat updates, or force protection issues.  
Revisit with new increments, upgrades or mods.  Intelligence sensitivity of the program should be revisited each time there 
is a major change to the effort, including modifications/upgrades, if there is a change in the threat environment or intelligence infrastructure throughout the operational life of the effort, or if additional resources allow for expanded support.  AFI 14-111 1.7.8. Step 8: Revalidate Deficiency Documentation. Revalidation of deficiencies is performed by the MAJCOMs within ISWGs. Each documented deficiency contains a significant amount of perishable information. The solutions and action items associated with them must be revalidated annually.		SIO

		3		1.3.2		Accept SIO's Non-Intelligence Sensitive determination.  		The AIA will provide general intelligence support which includes CIBs, cyber threat updates and force protection support.   This completes the ISS process if non-intel sensitive.		PM

		3		1.3.3		Reject SIO's  Non-Intelligence Sensitive determination and provide additional documentation for consideration 		If the PM/project lead believes his/her program/effort is intelligence sensitive, he/she must provide additional documentation for consideration.   With additional 
documentations, the AIA will repeat 1.1.3 to 1.2.3.  If yes to 
either 1.2.1, 1.2.2 or 1.2.3, the program/effort  will be considered intelligence sensitive and the ISS process continues.  If determination remains non-intelligence sensitive, the PM/project lead is notified and the ISS process is complete. 
		PM

		2		1.4		Complete Remaining ISS Questions		AIA and/or PM will look at Intelligence Processes for R&D, 
Operations or Sustainment.  Identify data outputs/inputs for 
the specific program/research project but also consider long 
lead items that may be required to support full scale 
development, operations, or sustainment of ISR or Non 
Traditional ISR (NTISR) programs/Efforts.  AIA and/or PM will 
look at other intelligence considerations for R&D, Operations or Sustainment, Intelligence Oversight and security considerations.  
		PM		1

		2		1.5		Intelligence Sensitivity Tier Determination						2

		3		1.5.1		Complete Intelligence Sensitivity Tier Matrix (ISTM)		AIA will determine intelligence sensitivity of specific program by assigning high, medium or low points to criteria located on the Intelligence Sensitivity Tier Matrix.  Results of the matrix will determine the priority of intelligence support to specific programs/Efforts.   
		AIA

		3		1.5.2		Prepare initial Intelligence Sensitivity Determination  (ISD) 
MFR.
		The AIA will assess and assign an intelligence sensitivity rating to the effort based on the results of the ISTM and draft the ISD MFR.  The MFR will indicate the intelligence sensitivity rating and specific emphasis areas of support required to assist the PM and project leads to control and mitigate intelligence related risks.		AIA

		3		1.5.3		Approve Initial ISD MFR 		The initial or draft Intelligence sensitivity determination will be
reviewed by the SIO.  The SIO will work with the AIA to discuss and adjust the prioritization if required.  Once the prioritization is finalized thedraft ISD MFR will be sent to the PM for coord.
		SIO

		3		1.5.4		Acknowledge the Initial ISD MFR		PMs will review the Initial ISD.   If PM does not agree with the ISD, the PM will work with the SIO to adjust prioritization, 
by providing additional documentation. 
		PM

		2		1.6		Final Adjudication of ISD		The SIO will make the final adjudication of ISD, sign the ISD MFR, and send a file copy of the final ISD MFR to the PM.		SIO		5

		2		1.7		Acknowledge final ISD MFR and
initiate the Intelligence Supportability Analysis (ISA) Standard Process
		Based on the Intelligence sensitivity determination,  the PM 
will initiate the ISA process using the AIA for support.  The PMs 
have the responsibility to identify and document intelligence 
requirements.  However, PMs should collaborate with the SIO 
and the supporting acquisition intelligence analyst(s) to 
document decomposition efforts. HAF, MAJCOMs, and other acquisition, test, and operational communities can provide additional support.   
		SIO
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Sheet1

						Work breakdown Structure

				Process Name:				Last  Updated:

				Process Owner:



		Level		WBS		Activity		OPR		Time (Days)

		1		1.0		(Task that the process accomplishes)		(Who (office or person) responsible for completeing the task)		(Number of days expected to complete the task)

		2		1.1		(Tasks needed to accomplish the higher level task)

		2		1.2

		2		1.3

		3		1.3.1		(Tasks needed to accomplish the higher level task)

		3		1.3.2

		3		1.3.3

		2		1.4

		3		1.4.1

		3		1.4.2
































































